UNCLASSIFIED

ELECTROMAGNETIC INTERFERENCE (EMI)
* EMI occurs when a device’s performance is disturbed or
interrupted by electromagnetic radiation/conduction
* Naturally occurring or manmade, unintentional or
intentional: MOST IS UNINTENTIONAL
* GPS enabled devices are highly susceptible to EMI due to
the very weak GPS signal received

RECOGNIZING EMI
» Certain devices, such as the DAGR, can
provide a visual indication of EMI

 If no visual indicator, follow device specific troubleshooting
procedures to ensure it is operating properly

ALL SUSPECTED EMI MUST BE REPORTED!!!
See report format on page 6 and CJCSM 3320.02C and D for additional
information — submit report in accordance with local unit SOP. Classify

report IAW system specific security classification guide.

CRYPTOGRAPHIC KEY

» Military GPS enabled devices/receivers - such as the
Defense Advanced GPS Receiver (DAGR) - are capable of
receiving the secure GPS signal - civilian receivers cannot

v Keyed devices: 10 times more resistant to unintentional
interference than un-keyed devices

» DoD Policy: ALL combat & combat support operations are
required to use DoD-approved sources as primary means
of obtaining PNT information. Combat service support 2
operations may use other means as primary source for
PNT information. UNCLASSIFIED
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Fold Here First

UNCLASSIFIED

JOINT SPECTRUM INTERFERENCE RESOLUTION REPORT
CLASSIFICATION* (TS/S/C/U) (when filled in)

WHEN STARTED, ZULU**
(Format must be a valid date in the spreadsheet “date format”,
e.g., 1/1/2010 not 012233ZJAN10)

AFFECTED SYSTEM**

AFFECTED FREQ MHZ***
(Format must be numeric, e.g., 1234.234, not M1234.234)

CHANNEL***

LOCATION OF AFFECTED RECEIVER**
COUNTRY OF AFFECTED RECEIVER
DESCRIPTION OF EMI EVENT

(Include what it sounds like, actions taken so far, suspected
cause, and other comments)

VICTIM POC NAME
VICTIM UNIT

COCOM/SERVICE/AGENCY

*Refer to system specific security classification guide
**Required item

**At least one of these items is required

Preferred method of submission is online via JSIR-Online (JSIR-O),
available on Intelink on SIPRnet.

CLASSIFICATION* (TS/S/C/U) (when filled in) 6

MHZ: megahertz

UNCLASSIFIED
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GTA 40-01-002
Army Space Training Strategy
Home Station Training
Student Quick Reference Card

Electromagnetic Interference (EMI)
Mitigation Tactics, Techniques, and
Procedures (TTPs) for
Global Positioning System (GPS)
Enabled Devices

U.S. Army Space and Missile Defense Command/
Army Forces Strategic Command
G31 Training, Readiness & Exercise (TREX)
Army Space Training Integration Branch

February 2016 (v1.2)

"DISTRIBUTION STATEMENT D: Distribution authorized to the Department of
Defense and DoD contractors only for official use or for administrative or
operational purposes. This determination was made on 22 FEB 2016. Questions
concerning content should be directed to USASMDC/ARSTRAT, G31 TREX, Army
Space Training and Integration Branch, Building 3, 1
350 Vandenberg Street, Peterson AFB, CO 80914."
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