BIOMETRICS REFERENCES AND RESOURCES as of 3Febl2:

BIOMETRICS 101 TUTORIALS CAN BE ACESSED THROUGH THE BIOMETRICS IDENTITY
MANAGEMENT AGENCY (BIMA), WEBSITE AT HTTP: WWW.BIOMETRICS.DOD.MIL

Staff and Leader Resources - Collective (Unit) Training, Leader Training,
Staff Training, and Senior Leader Training

LEVEL 3 BIOMETRICS LEADERSHIP TRAINING (SELECT LDRS).

TC 2-22.82 Biometrics-Enabled Intelligence

11-25 Commander’s Guide to Biometrics in Afghanistan Handbook Posted On:
April 19, 2011

This publication was produced in concert with HQDA Biometrics Identity
Management Agency (BIMA), TF-435/TF Biometrics in Afghanistan, and with input
from multiple organizations across the biometrics community. It outlines how
employing biometric technologies support commanders and their units to
identify, locate and defeat insurgent networks in the complex Afghanistan
operating environment. It also covers leader responsibilities and how
biometrics mission integration impacts full spectrum operations.

HIIDE

Secure Electronic Enrollment Kit (SEEK)

BISA
DIMS-F
DRS

HIIDE Smartcard Posted On: April 20, 2011

This step by step guide is designed to help Soldiers complete a quality
biometric collection enrollment using the Handheld Interagency Identity
Detection Equipment (HIIDE) device.

From the Army G2 - Hand-held Interagency Identity Detection Equipment
(HIIDE) Series 4 information resources

o HIIDE Conops
o Optimized HIIDE Command and Staff Brief



https://www.us.army.mil/suite/doc/28818970&inline=true
http://www.biometrics.dod.mil/
https://www.us.army.mil/suite/doc/23305798
https://www.us.army.mil/suite/doc/23305923
https://www.us.army.mil/suite/doc/23306000
https://www.us.army.mil/suite/doc/23305997
https://www.us.army.mil/suite/doc/23305923&inline=true
https://armypubs.us.army.mil/doctrine/DR_pubs/dr_b/pdf/tc2_22x82.pdf
https://call2.army.mil/toc.aspx?document=6481
https://www.us.army.mil/suite/doc/23305740
https://www.us.army.mil/suite/doc/23305889
https://www.us.army.mil/suite/doc/23305982&inline=true
https://www.us.army.mil/suite/doc/23305738
https://www.us.army.mil/suite/doc/23305812
https://www.us.army.mil/suite/doc/23305813
https://call2.army.mil/toc.aspx?document=6623
https://call2.army.mil/docs/doc2398/files/HIIDE_CONOP.ppt
https://call2.army.mil/docs/doc2398/files/Optimized%20HIIDE%20Command%20and%20Staff%20Brief.ppt

o HIIDE Smart Card, Part 1 - English

o HIIDE Smart Card, Part 2 - English and Arabic
o Biometrics 101 (HIIDE Focused)

o HIIDE - User guide

o HIIDE Introduction

o HIIDE Technical Specs

o HIIDE Device Operations

o HIIDE Device Users Manual

o HIIDE Portfolio Browser User Guide

ALL FORSCOM PERSONNEL EMPLOYING BAT AND HIIDE DEVICES FOR BIOMETRIC
COLLECTION TRAINING MUST BE FAMILIAR WITH THE PROVISIONS OF ARMY REGULATION
(AR) 381-10 (U.S. ARMY INTELLIGENCE ACTIVITIES), REGARDING THE COLLECTION,
RETENTION AND DISSEMINATION OF U.S. PERSON INFORMATION.

ADDITIONAL TRAINING & SUPPORT RESOURCES FOR INDIVIDUAL, STAFF, UNITS CAN BE
FOUND ON BIMA AKO HOME PAGE UNDER TRAINING TAB.

CTCs (scenarios)

Iindividual Training

Biometrics Extract from 06 OCT 2010, USAFOR-A TCOI (ALLIS - you must
register) _NFTF - Employing the Handheld Interagency Identity Detection
Equipment (HIIDE) Device in 2SCR Posted On: September 24, 201 Article
outlines 2SCR’s successes and challenges of employing the Handheld
Interagency Identity Detection Equipment (HIIDE) device in Afghanistan. It
outlines how the equipment is being employed, technical specifications, and
recommended improvements.

09-35: Biometrics in Support of Identity Dominance Newsletter - By P. Keith
Warman (download .pdf)

Key lessons:

e Leaders at all levels must be aware of biometric capabilities in order
to drive the staff process and integrate biometrics into operations.

e Biometrics coupled with all-source intelligence analysis provide the
"so what" for actionable intelligence and target folder development.

e Biometrics supports myriad operations including but not limited to
detainee operations, improvised explosive device forensic operations,
base access control, border control, and a wide variety of civil-
military operations (population census, voter registration, finance
payment verification, and medical civic action programs).


https://call2.army.mil/docs/doc2398/files/HIIDE%20Smartcard,Part#1US.gif
https://call2.army.mil/docs/doc2398/files/HIIDE%20SMARTCARD%20PART#2,IZ.gif
https://call2.army.mil/docs/doc2398/files/Biometrics101-1.pdf
https://call2.army.mil/docs/doc2398/files/HIIDEIntroduction11_27_06.pdf
https://call2.army.mil/docs/doc2398/files/HIIDEIntroduction11_27_06.pdf
https://call2.army.mil/docs/doc2398/files/HIIDEtechspecs8_31_06.pdf
https://call2.army.mil/docs/doc2398/files/HIIDEdeviceOperations112706.ppt
https://call2.army.mil/docs/doc2398/files/HIIDE_User_Manual_3_1.pdf
https://call2.army.mil/docs/doc2398/files/PortfolioBrowserUserGuide2-1.pdf
http://armypubs.army.mil/epubs/pdf/r381_10.pdf
https://www.us.army.mil/suite/page/638023
https://www.us.army.mil/suite/page/638023
https://www.us.army.mil/suite/page/638023
https://www.us.army.mil/suite/doc/23305799
https://www.us.army.mil/suite/doc/23305921
https://www.jllis.mil/army/popups/cdrview.cfm?cdrid=372
https://call2.army.mil/toc.aspx?document=6439
https://call2.army.mil/toc.aspx?document=6439
https://call2.army.mil/toc.aspx?document=5053
https://call2.army.mil/toc.aspx?document=5053&filename=/docs/doc5053/09-35.pdf

e For a description of the Biometrics course available at Camp Buehring,
Kuwait, visit https://rsotraining.army.mil/ond/docs/cd-train/BioMetrics

UPDATED CIT Quad Chart Catalog that includes Biometrics MTTs

e Individual tasks for the HIIDE can be found here: HIIDE ITAs
e Individual tasks for the BAT can be found here: BAT Individual Tasks

MRE Training Plan for Battalion/Brigade is a PowerPoint presentation
with a suggested unit training plan for Biometrics Automated Toolset
and Handheld Interagency Identity Detection Equipment Concept of
Operations and Tactics, Techniques, and Procedures.

Biometrics Training Outline for Battalion-sized unitis a PowerPoint
presentation with a biometric training plan for a battalion.

A pre-Deployment Training Plan was developed by the Biometrics
Integrated Capabilities Development Team. This Document was approved by
ARCIC and TRADOC. It was never implemented by either FORSCOM or TRADOC.
It is not approved doctrine, but it remains the single most
comprehensive document for unit training to date: Pre-Deployment
Training Plan Final Report 3 30 2007v3

BATS - User's Guide

Biometrics training is necessary from the individual Soldier to
division staff. Soldiers are key to biometrics operations on the
battlefield. Leaders at all echelons are key to integrating biometrics
capabilities to establishing identity dominance in their battlespace.

DTMS Individual Biometrics Tasks:

[301-BT1-6009] Perform Operator PMCS on the Biometrics Automated
Toolset (BAT) System

[301-BT1-6008] Exchange Biometrics Automated Toolset (BAT) Data with
Handheld Interagency Identification Detection Equipment (HIIDE)

[301-BT1-6006] Query the Biometrics Automated Toolset (BAT) Database

[301-BT1-6007] Produce Identification Badge with the Biometrics
Automated Toolset (BAT)

[301-BT1-6004] Create Dossier in the Biometrics Automated Toolset (BAT)
Database

[301-BT1-6005] Modify Biometric Automated Toolset (BAT) System Dossier



https://rsotraining.army.mil/ond/docs/cd-train/BioMetrics_TSP.zip#BioMetrics_TSP.pdf#search
https://www.us.army.mil/suite/doc/23596093
https://www.us.army.mil/suite/doc/21642343
https://www.us.army.mil/suite/doc/21640880
https://call2.army.mil/docs/doc2398/files/2%20SCR%20CONOPS%20for%20BAT%20and%20HIIDE.ppt
https://call2.army.mil/docs/doc2398/files/Biometrics_Training_Plan.ppt
https://www.us.army.mil/suite/doc/21694616
https://www.us.army.mil/suite/doc/21694616
https://call2.army.mil/docs/doc2398/files/BAT4-0UserGuide.chm
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127301&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127655&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127692&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127693&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127783&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=127784&EventScheduleId=0

[301-BT1-6000] Prepare Biometrics Automated Toolset (BAT) System for
Operation.

[301-BT1-6001] Update Biometrics Automated Toolset (BAT) Databases

[301-BT1-6002] Identify Subject using Biometric Automated Toolset (BAT)

[301-BT1-6003] Enroll Subject into Biometrics Automated Toolset (BAT)

Special issue of the MI Journal on Biometrics (Oct-Dec 07)

MNFI Memo 11-1, Annex P, Biometric Employment (in the restricted files
at ATIAM)

NEW Evidence Collection TSPs and Guides (located in paragraph 5.F.. -
Tactical Site Exploitation)

US Army Intelligence Center Biometrics web pages

HQ DA's Biometrics web site

BAT Training Documents
HIIDE Training Documents

Biometrics Training Outline for Battalion-sized unit.

HIIDE Conops

CALL's NFTF - Identity Dominance: "A Way to Map the Population and Deny
the Enemy Anonymity!" (Dec 07)

HQDA ALARACT Message - Subject: Initial Army Biometrics Guidance (12
Sep 06)

HQDA Biometrics Glossary of terms

AFRTS Pentagon channel video clip on biometrics featuring CALL (SGM
Haemmerle) in Afghanistan. Focus is on the capabilities of the HIIDE
device for Soldiers at entry control points, in OEF, and its ability to
establish positive identification on the indigenous population. (Sep
07)

IED-D TSP on Tactical Site Exploitation (TSE) - This TSP has current
POI and slide show that stress the importance of BIOMETRICS.

MRE Training Plan for Battalion/Brigade (Apr 07)



https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=128074&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=128075&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=128075&EventScheduleId=0
https://dtms.army.mil/DTMS/Task/ViewTask.aspx?TaskId=128422&EventScheduleId=0
https://icon.army.mil/icon_websites/FILE_CABINET/FOUO_MIPB_OctDec07_Biometrics_Final.pdf
https://atiam.train.army.mil/soldierPortal/atia/adlsc/view/restricted/24724-1/ST/MNF-I_P.1/BIOMETRIC_EMPLOYMENT.DOC
https://atiam.train.army.mil/soldierPortal
https://call2.army.mil/doc_index.aspx?ID=2398#evidence
https://call2.army.mil/doc_index.aspx?ID=2398#evidence
https://icon.army.mil/apps/biometrics/
http://biometricesc.mi.army.mil/default.aspx
http://biometricesc.mi.army.mil/training/BAT%20Training/Forms/AllItems.aspx
http://biometricesc.mi.army.mil/training/HIIDE%20Training/Forms/AllItems.aspx
https://call2.army.mil/docs/doc2398/files/Biometrics_Training_Plan.ppt
https://call2.army.mil/docs/doc2398/files/2%20SCR%20CONOPS%20for%20BAT%20and%20HIIDE.ppt.ppt
https://call2.army.mil/toc.aspx?document=4029
https://call2.army.mil/toc.aspx?document=4029
https://call2.army.mil/docs/doc2398/files/Biometrics%20Message.pdf
http://www.biometrics.dod.mil/ReferenceTutorials/BiometricsGlossary/tabid/87/Default.aspx
https://call2.army.mil/toc.aspx?document=3906
https://call2.army.mil/doc_index.aspx?ID=2398#ieddtsptse
https://call2.army.mil/docs/doc2398/files/2%20SCR%20CONOPS%20for%20BAT%20and%20HIIDE.ppt

Suggested CONOPS and TTP’s for BAT/HIIDE (Aug 07)

Multi-National Force Iraq - West Biometrics TTPs (Jul 07)

Multi-Nation Force Iraq - West Biometrics SOP (Jul @7)

41D Initial Impressions Report from a Modular Division in OIF

o Chapter 2: Biometrics
CJTF 82/0EF Biometric Newsletters

o Biometric Bulletin ©7-06 - Units can track and exploit the
identities of persons under control
regardless of the individual’s current detention status through
the biometric program.

o Biometric Bulletin ©7-05 - The BAT database is a powerful tool to
collect, store, and search for
biometric data and intelligence reporting.

o Biometric Bulletin 07-04 - One of the main values of the AFG
Biometric Watch list is its ability
to provide immediate actionable information to the warfighter in
the battlespace.

o Biometric Bulletin ©7-03 - In addition to identifying individuals
on the Afghanistan Biometric
Watch list (WL), the BAT database can also be used to place
individuals on local alert.

o Biometric Bulletin 07-02 - A review of the biometric records of
subjects on the CJITF-
82 Watch list revealed some inconsistency in the quality of
collected data as represented in the charts
below.

o Biometric Bulletin ©7-01 - Units conducting biometric enrollments
should
perform a full enrollment for every individual processed.

CALL's News From the Front - Biometrics- Separating the "Bad guy from
the Good Guys" (Apr 07)

From CALL's Counterinsurgency Operations (COIN) Leader Development
Training Focus area - Biometrics: New Techniques To Fight The War On
Terrorism (zipped video)

Biometrics Automated Toolset (BAT) Version 4.0 Service Pack 4 This is a
comprehensive guide to the BAT Kit. Great read-ahead material before
you see your own BAT.



https://call2.army.mil/docs/doc2398/files/Presentation2.ppt
https://call2.army.mil/docs/doc2398/files/MNFWSpecificBiometricsTTPsver1SOP24Jun07.pdf
https://call2.army.mil/docs/doc2398/files/MNFWBiometricSOPV1-18Jun07.pdf
https://call2.army.mil/toc.aspx?document=3183
https://call2.army.mil/toc.aspx?document=3183#anchor6606
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-06.pdf
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-05.pdf
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-04.pdf
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-03.pdf
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-02.pdf
https://call2.army.mil/docs/doc2398/files/BiometricBulletin07-01.pdf
https://call2.army.mil/toc.aspx?document=2866
https://call2.army.mil/toc.aspx?document=2866
https://call2.army.mil/toc.aspx?document=3784
https://call2.army.mil/toc.aspx?document=3784
https://call2.army.mil/docs/doc2398/files/biometrics-m.wmv
https://call2.army.mil/docs/doc2398/files/biometrics-m.wmv
https://call2.army.mil/docs/doc2398/files/BAT4-0UserGuide.chm

o BAT Smart Card - GTA 30-03-001 (FEB 07) This version is for web
viewing and office printing (landscape) only. Contact CALL RFI
for a higher resolution version if needed.

o Handheld Interagency Identity Detection Equipment (HIIDE) Smart
card

(Dari version) OEF Handheld Interagency Identification Detection
Equipment (HIIDE) Smart card (14 Sep 07)

o (Pashto version) OEF Handheld Interagency Identification
Detection Equipment (HIIDE) Smart card(14 Sep 07)

Recognition of Combatants/IED (ROC/IED) from the Director, NVESD AMSRD-
CER-NV-MSD, FT Belvoir, VA

NEW Interactive web site ROC IED Select either Iraq or Afghanistan. CAC
Login

ROC-IED is an awareness level PC-based interactive multimedia trainer
designed to teach Warfighters how to anticipate and prevent IED-related
incidents in both Afghan and Iraqi theaters of operation. ROC-IED can
be used alone as introductory level, self-paced counter-IED knowledge
training, as a prerequisite or supplement to classroom and lane
training, or as long-term sustainment training. ROC-IED is regularly
evaluated and upgraded to address the ever-changing conditions in
theater.

ROC-IED training is consistent with, and supports, US Army and US
Marine Corps Counter-IED training. It's curriculum content is derived
US Army's Counter Explosive Hazards Center (CEHC) at Fort Leonard Wood
and from the Marine Corps Engineer Center (MCEC) at Camp Lejeune. Its
training effectiveness has been established by an ARL-HRED (Army
Research Laboratory - Human Research and Engineering Directorate)
evaluation conducted in 2008.

If you experience any issues with this website, please let us know at
mxregistrar@amrdec.army.mil.

DoD Biometrics Task Force

Biometrics 101 - Fundamentals of Biometrics

Thumbs Up: Biometric System IDs Insurgents, Earns Customer Praise

Introduction to Biometrics - Comprehensive Government Biometrics
References



https://call2.army.mil/docs/doc2398/files/BAT_GTA30-03-001(web).pdf
https://call2.army.mil/toc.aspx?document=2994
https://call2.army.mil/toc.aspx?document=2994
https://call2.army.mil/toc.aspx?document=3862
https://call2.army.mil/toc.aspx?document=3862
https://call2.army.mil/toc.aspx?document=3907
https://call2.army.mil/toc.aspx?document=3907
https://rocv.army.mil/private/webApps/ROC-IED/main.htm#url=https%3A//rocv.army.mil/private/webApps/ROC-IED/nav_frame.htm
https://rocv.army.mil/
https://rocv.army.mil/
mailto:mxregistrar@amrdec.army.mil?subject=rocv.army.mil%20website%20issue
http://www.biometrics.dod.mil/
http://www.biometrics.dod.mil/ReferenceTutorials/Biometrics101/tabid/86/Default.aspx
http://www.biometrics.dod.mil/documents/publicaffairs/LM_ThumbsUp_17Mar06.pdf
http://www.biometrics.gov/ReferenceRoom/Introduction.aspx

US Department of Justice, Counter-Terrorism Training and Resources for
Law Enforcement

Biometrics Glossary of terms

Military Review - Using Biometrics to Achieve Identity Dominance in the
Global War on Terrorism, by John D. Woodward, IJr.

Evidence Collection TSPs and Guides (located in paragraph 5.F. -
Tactical Site Exploitation)

Voice Response Translator (VRT) - General Military 270 Version (This is
the "hands/eyes-free" version, used primarily by Soldiers during combat
operations and at TCP/ACPs)

o VRT User Guide
o VRT Smart Card

o VRT FAQs

3.G(1) REFERENCES AND RESOURCES. TO DOWNLOAD TRAINING MATERIALS, TASK LISTS,
AND TRAINING SUPPORT PACKAGES, GO TO THE BIOMETRICS IDENTITY MANAGEMENT
AGENCY (BIMA), WEBSITE AT HTTP: WWW.BIOMETRICS.DOD.MIL.

ADDITIONAL TRAINING & SUPPORT RESOURCES FOR INDIVIDUAL, STAFF, UNITS CAN BE
FOUND ON BIMA HOME PAGE UNDER THE TRAINING TAB.

BIMA AKO Training Page

To Download Task Lists And Training Materials Go To:
Http://Biometricesc.Mi.Army.Mil And Select The "Biometrics Training" Tab.

3.G(1)(A) FOR BAT/HIIDE/BISA HANDHELD MTT INFORMATION THE CI2C IS AVAILABLE
AT ALL HOME STATIONS FOR INDIVIDUAL LEADER AND COLLECTIVE TRAINING AND CAN BE
SCHEDULED THROUGH THE LOCAL HOME STATION MSE G3.

ALL UNITS WITH MILITARY INTELLIGENCE MISSIONS MUST DESIGNATE AN INTELLIGENCE
PROFESSIONAL IN THE INTELLIGENCE OVERSIGHT CHAIN TO FUNCTION AS THE
ORGANIZATION'S INTELLIGENCE OVERSIGHT STAFF OFFICER.



http://www.counterterrorismtraining.gov/focus/focus_0103.html
http://www.counterterrorismtraining.gov/focus/focus_0103.html
http://www.biometrics.dod.mil/SiteComponents/Glossary.aspx
http://usacac.leavenworth.army.mil/CAC/milreview/download/English/SEPOCT05/woodward.pdf
http://usacac.leavenworth.army.mil/CAC/milreview/download/English/SEPOCT05/woodward.pdf
https://call2.army.mil/doc_index.aspx?ID=2398#evidence
https://call2.army.mil/doc_index.aspx?ID=2398#evidence
https://call2.army.mil/docs/doc2398/files/VRT_Tng_Manual_270-1.pdf
https://call2.army.mil/docs/doc2398/files/MILLR280_Separate_Mic_V3-0.pdf
https://call2.army.mil/docs/doc2398/files/VRT_FAQs.pdf
http://www.biometrics.dod.mil/
http://www.biometrics.dod.mil/training.aspx
https://www.us.army.mil/suite/page/638023
http://biometricesc.mi.army.mil/

THIS INDIVIDUAL MUST HOLD THE APPROPRIATE SECURITY CLEARANCE AND MUST HAVE
COMPLETE ACCESS TO ALL INFORMATION NECESSARY TO CARRY OUT THE
RESPONSIBILITIES OUTLINED IN AR 381-10.

3.G(3)(C) FORSCOM POLICY ON COLLECTION OF BIOMETRICS DATA FOR TRAINING
PURPOSES IN THE UNITED STATES IS AVAILABLE AT HTTPS:
FCPORTAL . FORSCOM.ARMY .MIL/SITES/G2/G20PERATIONS Biometric

BIMA AKO Training Page

Collective Unit Training

Biometrics for Commanders and Leaders, and Staffs

CENTCOM Biometrics Level of Training

IT A

IT B

IT C

III

Iv

Personnel entering the CENTCOM AOR

BDE/BN/OPS/INTEL personnel

Personnel selected to be
Biometric/Forensic operators

Unit trainers, FSEs, and subject
matter experts

Intended for command and staff
level officers on how to integrate
biometric/forensics into
operations.

Is designed for General and Flag
Officers and SES equivalents

General overview of biometric and
forensic capabilities

For personnel responsible for
managing and implementing the BF
program

To provide personnel with operator
training

To train personnel to be unit
trainers and subject matter experts

To inform commanders and decision
makers on the importance of BF and
to provide ideas and examples of
how to integrate it

Will explain the strategic concepts
of exploiting biometric/forensic
data and the importance of
information sharing to further
enhance BF capabilities


http://armypubs.army.mil/epubs/pdf/r381_10.pdf
https://fcportal.forscom.army.mil/sites/G2/G2Operations/default.aspx
https://fcportal.forscom.army.mil/sites/G2/G2Operations/default.aspx
https://fcportal.forscom.army.mil/sites/G2/G2Operations/bmcop/default.aspx
https://call2.army.mil/biomet-2c
https://www.us.army.mil/suite/doc/23305798&inline=true
https://www.us.army.mil/suite/doc/23258437&inline=true




