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Intent:  This guide is designed to assist Company Intelligence Support Teams (CoIST) develop and maintain Standard Operating Procedures (SOP) and a sustainable Battle Rhythm. The intelligence products in this book are designed to standardize the products across the Brigade so that the flow of intelligence and information will not be hindered. The techniques outlined in this guide will help the CoISTs with interpreting how products are to be developed and disseminated. The guide will explain to Company CoISTs and commanders how the CoIST will assist and enhance their operations in a counter-insurgency environment. 

The Executive agent for this handbook is the 39 IBCT Brigade S-2 Shop.  Any questions about the contents of this SOP can be directed to 39 IBCT S-2 OIC MAJ Wessley Dumas at wessley.c.dumas@us.army.mil
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Company Intelligence Support Team Battle Guide and Operating Procedures

1. Mission:

The CoIST supports the execution of the company, battalion and brigade mission through the application of collection assets, deriving intelligence from the information gathered, recommending courses of action to the commander, and disseminating any intelligence both laterally to adjacent units and to higher headquarters.

2. Purpose:

The purpose of the CoIST is to provide a 24/7 analytical, production, and dissemination capability at the company level in order to (IOT) provide the commander with options to exploit enemy vulnerabilities. Analysis is focused on the company battle space with the ability to populate the overall BN and IBCT Common Operating Picture (COP). The CoIST will assist the commander in managing battlefield effects and operational expectations across all full-spectrum operations.
3. Introduction:

First and foremost, intelligence should support the

Commander’s decision making process by reducing

 uncertainty about the hostile situation.

In the asymmetrical threat climate of the 21st century, Counter-Insurgency Operations (CIO) are often conducted from a company level FOB. These company and platoon size elements need immediate, on-scene intelligence support to deal with an enemy that can recruit, rest, and resupply amongst the population in a predominately urban environment. This requires an intense collection and analysis effort by even the smallest unit. Because of the noncontiguous nature of Counter-Insurgency Operations, it is unrealistic to expect that higher echelon staffs will consistently be available to support them. Therefore, Warfighters in small units must establish and maintain a limited, but effective, capability for themselves.

A CoIST can be formed, developed and successfully employed. They can gather information from patrols and other local interactions to synthesize actionable intelligence for the company commander and the BN and BDE Intelligence sections.

This approach is not new. Soldiers and Marines used a version of the Company CoIST in small wars preceding World War II—a fact documented in the 1940 “Small Wars Manual.”


Importance of the Company CoIST

All levels of command should have a good understanding of the importance of intelligence support. Information flow can often inundate a company Command Post (CP), leaving little time to separate the important information from “noise.” But, a CoIST can reduce help reduce the information ambiguity and provide analysis to build situational awareness to enable mission accomplishment. For example, the CoIST can reduce a tendency to fall into a reactive mode and allow for proactive action through intelligence analysis, allowing the Warfighter to become the hunter, not the hunted. While this is easier said than done, through patience and foresight, it is possible. If done, the end result is that information is turned into intelligence that helps achieve understanding about the enemy. This can also often answer BN and BDE commander’s critical information requirements (CCIRs) and priority intelligence requirements (PIRs), while giving insight into company level CCIRs and PIRs. 

4. Manning:

In the absence of MTOE positions, the manning of the CoIST has to be assigned as a collateral duty for suitable members of the existing company. For extended operations, the CoIST should be staffed with a minimum of four soldiers of any MOS; six soldiers would be the ideal IOT plan on leaves, passes, and other duties.

GENERAL REQUIREMENTS

a. Possess or be able to be granted a secret security clearance.
b. Possess strong analytical aptitude.

c. Have an ability to think, speak, and write clearly.

d. Possess strong computer skills and normal color vision.

e. Understand battle tracking, and have an ability to organize information.
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CoIST manning should follow this structure:

a. 1 X Intelligence Team Leader
b. 1 X Intelligence Chief
c. 4 X Intelligence Clerks 

The Commander should make the decision to retain high quality, self-motivated NCOs in the Company headquarters to assist with the CoIST Mission. While this will remove some soldiers from the combat force, they will become a combat multiplier on the staff. Bringing representatives from line platoons into the process also improves the relationship between the CoIST and the platoons, making the platoons not only consumers of the intelligence team’s products and output, but producers as well.
5. Responsibilities:

The CoIST is responsible for assisting the commander with intelligence collection, analysis, reporting and dissemination. CoIST Leaders are overall responsible for the success of their section through ensuring the proper application and utilization of the members.

Company CP OIC: Overall responsible for the CoIST. Ensures CoIST members are tasked appropriately and priorities of work are indentified. The OIC is responsible for communicating with BN to ensure all intelligence and collection assets are available to the company and, if available, are tasked appropriately and effectively. The OIC is primarily responsible for the lethal aspect of the CoIST. The OIC will manage all current and emerging targets and ensure target folders are created to facilitate decisive actioning of a target.  The OIC will also make recommendations to the commander when a target is ready for actioning and the type of assets that are available.

CoIST NCOIC: Ensures all priorities of work are being completed and the analysts have the time and the appropriate area to conduct their work. The NCOIC will provide guidance and support when needed. The NCOIC will be the buffer between the CoIST and the company, in order to ensure the analysts are not distracted from the day-to-day operations and they are able to conduct their work without outside interference. The NCOIC is primarily responsible for the non-lethal aspects of the CoIST. The NCOIC will recommend options for the commander on all issues related to the non-lethal fight. 

CoIST ANALYST: Carries out the heavy lifting of the CoIST. Responsible for reading, interpreting, researching and analyzing everything encompassing the company battle space. The analyst will usually be the most knowledgeable and most informed member of the CoIST because of the work they conduct and the amount of time spent on their tasks. The CoIST ANALYST is charged with giving the CoIST and the company commander their best analysis of the current or upcoming situation, based upon derived patterns and trends.

The positions outlined are recommended to be the main proponent for the tasks that must be completed; however, all tasks are the responsibility of the entire Company Intelligence Support Team (CoIST). 

6. CoIST Operational Tasks:

a. The Company CoIST will brief outgoing patrols on the current threat assessment for the AO with regard to last 24 hour significant activities (SIGACTS); weather; current IED threats and locations of highly concentrated IED attacks; current and emerging enemy tactics, techniques, and procedures (TTPs); enemy activity expectations for the next 24 hours; Current High Value Individual List (HVIL) with pictures if possible; be on the lookout (BOLO) lists; Information Requirements; and Possible TQ (Tactical Questioning) guidance; ISR that has been tasked for their mission.

b. The CoIST will debrief incoming patrols IOT develop the Common Operating Picture (COP) for the Company AO. Ensure the Brigade debriefing form is used IOT gather all pertinent information. Information is then input into the TIGRNET system in accordance with (IAW) the TIGRNET SOP.

c. The CoIST will battle track enemy significant activities IOT develop enemy patterns and TTP’s.

d. The CoIST will track battalion level High Value Individuals (HVI), develop Company level HVIs and associating target packets IOT effectively action targets of opportunity.

e. The CoIST will be prepared to brief the commander on the current situation at all times.

f. The CoIST will cross talk with adjacent units IOT develop Area of Interest awareness.

g. The CoIST will continuously populate all intelligence trackers and databases and maintain situational awareness within the company AO and AI.

h. The CoIST will conduct predictive analysis and maintain a predictive analysis board identifying likely enemy activities both over the next 48 hours and over the coming weeks.

i. The CoIST will analyze friendly trends from the enemy’s perspective and identify unnecessary vulnerabilities and patterns the company is setting.

j. The CoIST will remain current on population trends, issues, and conflicts within the company AO and analyze how these items affect friendly operations.
k. The CoIST will maintain a close working relationship with the Battalion S-2 personnel:
1. The CoIST will request assistance from the Battalion S-2 to conduct specific detailed analysis beyond company capabilities.

2. The CoIST will establish clear communications with the Battalion S-2 and adjacent companies and ensure that information flows both up and down the chain of command in a timely manner; the CoIST OIC must be proactive and pull information from the Battalion S-2 and supporting agencies if required.

l.  The CoIST will ensure all patrols have updated intelligence information prior to departure to include updated intelligence from the Battalion S-2.

m.  The CoIST will brief attachments and units operating within the company AO when necessary.

n.  The CoIST will post updated intelligence information for ease of reference by patrol leaders; appropriate operational security (OPSEC) must be observed when choosing a location in which to post.

o. The CoIST will identify little-known areas within the company AO that require informal assessments by patrols to identify key leaders, infrastructure, and basic population information; this information will also become company SIR and FCIR.

p. The CoIST is responsible for requesting through the commander to have Tactical Questioning (TQ) training conducted at the company level. Tactical Questioning training can be coordinated through the BN S2 and S3.  TQ refresher training will be given quarterly by qualified Human Intelligence (HUMINT) Collectors.

q. The CoIST will ensure company-level tactical questioning (TQ) does not inadvertently become unlawful interrogation by adhering to the following guidance along with unit guidance involving actions on the objective and TQ.

1. Company TQ will involve direct questions only, pertinent to the immediate tactical situation.

2. Company TQ will not use interrogation approaches, defined as “any means used to entice a detained person to give information he would not normally give”.

3. At no time will TQ involve threats directed at the detainee or his family.

r. The CoIST will coordinate through the BN S-2 and BN S-3 for BATS/HIIDES training for the company. The CoIST will also coordinate any other training through the BN with regard to intelligence systems that have been allocated to the company.

s.  To facilitate walk-in informants, the CoIST will establish an informant meeting and debriefing area and ensure that security personnel are prepared to receive local national informants:

1. The meeting room should have chairs or couches, a table, drinks available, an ashtray, large-scale unmarked maps for map-tracking purposes, and no windows.

2. When walk-in informants are expected, ensure that security personnel are well briefed on what to expect and what to do when an informant arrives.

3. Commanders and CoISTs are not authorized to task a source. They may request information from local nationals and other willing informants.

t. TQ is the only authorized methodology for questioning a tactical informant (TI). The CoIST will ensure TQ of a TI concerns only routine or impending mission. For example, companies conduct daily patrols along an MSR. The company can utilize TQ to obtain information regarding the neighborhoods along the route, sentiment towards coalition forces operating in the neighborhood, crime in the neighborhood, IED emplacers and/or emplacement, etc. 

u. Commanders and CoISTs may question a tactical informant for up to three times.  If the informant still has useful information after three meetings, the informant will be transferred to an HCT.  HUMINT soldiers are specifically trained and qualified to conduct Military Source Operations (MSO) and report the collected information through the proper intelligence reporting channels.  
7. Training
A typical maneuver BN only has school-trained Military Occupational Specialty (MOS) 35F Intelligence Analysts within the BN S-2 shop. While mobile training teams (MTT) provide a baseline of training to most CoISTs, many Soldiers never attend due to moves within the company, so the S-2 shop must step up to ensure these individuals receive basic analytical training.

In addition to basic analyst tasks, S-2 shops owe their CoISTs training on aspects of the intelligence fight specific to their particular area of operations (AO).

Training includes, but is not limited to, the following:

a. Instruction in the BN standard pre-briefing and debriefing process.

b. Classes in the threat groups and enemy TTPs of a particular AO.

c. Classes in database search techniques that would be effective in a particular AO (i.e., entity-based searches versus geography-based searches).

d. Classes in the intelligence, surveillance, and reconnaissance (ISR) assets that operate within the AO.

As the analytical skill of the CoIST improves, more complicated tasks such as intelligence preparation of the battlefield (IPB), development of enemy courses of action (ECOA) and writing of company intelligence requirements (IRs) should also be taught. If the BN S-2 takes a hands-off approach to the training of the CoISTs, their effectiveness will be greatly diminished upon arrival in the combat zone.

8. Collection

The CoIST is responsible for collecting and archiving data at the company level for use at all echelons. It also maintains a local database for use in company operations and planning. Additionally, given the capability, the CoIST can search existing databases and update the company database or gather information to fill intelligence gaps. To manage company information, the CoIST must establish a filing system for information gained by the unit.

Intelligence, Surveillance and Reconnaissance (ISR)
ISR Request Procedures:

When the CoISTs are requesting ISR assets they need to be aware of the following:

a. The CoIST should request a capability and not an asset (i.e. “A/1-505 requests full motion video”, not “I need a shadow/predator” etc.). The reason for this is if the CoIST requests an asset and that particular asset is not available they will not get support. If they request a capability (such as IR or Full motion video) they will get whatever is available with that capability. 

b. All ISR requests will be sent to BN to be requested from BDE.

c. If the asset is allocated to the company, the BN will notify and assist with the collection process. 
d. When requesting ISR, be sure to be as specific as possible when explaining why the CoIST needs a particular capability. The demand for ISR is extremely high and the CoIST needs to be able to justify to higher that what they need is priority.CoISTs will utilize the BDE ISR request form.CoISTs will request to have the full motion video recording sent to them from the operators. 
e. Requests for ISR support will be made using the ISR request form on the following page:
ISR Request (Example)
	POC Contact Info
	Organization
	

	
	Name
	

	
	Secure Phone
	

	
	SIPR Email
	

	Imagery Sensor requested (EO/IR/RADAR/MSI, FMV)
	

	Date of Request
	

	Collection start/stop date
	

	NIIRS Required (BN)
	

	Target Information


	MGRS Coords 
	BE Number (if available)
	Tgt Name/Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Justification (Who, What, When, Where, Why)
	

	Essential Elements of Information (EEI) 
	Information in this section should include specific items that the ISR asset will try to indentify. 



	Intel Report that cued collection (if available)
	

	
	

	Reporting instructions (IPIR, etc.)
	

	Notes or Comments
	CoIST’s will add any information in this section that they believe will assist the ISR operators in accurately locating their target.




ISR Synchronization Matrix (Example)
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9. Briefing/Debriefing
The visual/graphical section of the CoIST briefing should be able to “brief” itself. In other words, when the patrol leader comes in prior to leaving the FOB, all pertinent information should be displayed in a way that is easy for the leader to understand. A member of the CoIST will give the patrol pre-brief to the patrol leader until the patrol leader feels comfortable enough with the information to leave the FOB. 

Patrol Brief highlights should include:

a. Weather data and how it effects on friendly and enemy forces.

b. SIGACTs over the last 24 hours in the area where the patrol leader is going.

c. Enemy trends that have been established, as based upon SIGACT reporting.

d. Current and emerging enemy TTPs.

e. Predictive analysis assessment is for the area (i.e. what the CoIST thinks is going to happen).

f. Names/photographs of company HVI’s.
g. PIRs, IRs and specific items the patrol should be on the lookout for and/or cognizant of.
h. Questions to ask the local populace (atmospherics) or questions for SOI (Spheres of Influence) engagements.
i. What the CoIST recommends for COA. (What roads to take, what times to leave and return, where to not go or go).
j. Current Collection and ISR Plan, as it relates to the specific patrol.

k. BOLO lists.
Include items specific to the patrol or area that will give the patrol leader better situational awareness. The Briefer is responsible for including all pertinent collection priorities so that the patrol will know what they are looking for.

Debriefing:

a. The CoIST is responsible for debriefing every company patrol as soon as they return.
b. The patrol leader should not consider the patrol complete until the debriefing is finished.

The debriefing format is “open forum” where every member of the patrol is required to participate. The debriefing CoIST member needs to accommodate the patrol as best they can. If at all possible the CoIST member conducting the debrief needs to go to where the patrol is and coordinate with the patrol leader.

The debriefing format is as follows:

a. Use a chronological method: Have the patrol leader talk the entire patrol from start to finish, noting everything that happened. Use maps and route overlays to assist the soldiers’ memory of where a certain event happened. TIGRNET, if available, is used to denote the route the patrol route and activity.

b. Once a significant event is noted, debrief that event completely by going to each individual and have them describe what they saw. Significant events include but are not limited to: Changes in the area or population (e.g. new graffiti where there was none previously), conversations with the populace, enemy activity, infrastructure conditions, NGOs operating in the area and unusual gatherings of people.

c. Encourage everyone to speak, regardless of rank.

d. The individual conducting the debriefing should use TIGRNET, if available, or map and acetate overlays, and have the patrol leader track the patrol and compare it to the planned route. This will enable the CoIST to keep track of routes, times, and places every patrol in the company takes. It will help determine if the company is starting to inadvertently set patterns.

The CoIST will input all Company’s patrols into the TIGRNET system. The information will be input into the TIGRNET system NLT return to base (RTB) + 2 hours.

Included in the report will be the approved patrol debrief form filled out, a detailed timeline, any pictures that the patrol took and their significance, and the patrols collection requirements and answers if possible.

The naming convention for patrols in TIGRNET will be IAW the TIGRNET SOP.

Patrol Leaders will carry a hard copy of the debriefing form with them during the patrol IOT record pertinent information as it is observed. The most notable of which is vehicle information and captured equipment information.

The CoIST will use BDE standardized Briefing Card:

Briefing Check List

· Weather Data: Discuss the effects the weather will have on communication systems, personnel, equipment, vehicles, and operation.  Ensure you brief the illumination for night operations or early morning operations.  Provide the effects the weather will have on the enemy, LNs, ISF/ASF, and their ability to execute their mission due to weather.  Know what the max wind speed is for UAS, MEDEVAC, CAS, etc. to be down so the patrol/convoy commander will be able to plan for contingencies and have back up plans.  Note the change in temperature from daytime to nighttime and how this will affect personnel without snivel gear.
· Terrain: What are the areas that should be noted for convoys/patrols?  Where is the restricted terrain located?  Where would the terrain favor the enemy?  Where would the terrain favor the friendly forces?  Where is terrain going to impact operations (communications, line of sight, mountainous terrain, vehicle complication trying to manage the trail/road/path)?  What area along the route/mission will require additional attention, assets, support, or combined operations?
· PIR/SIR/IR/Indicators: Provide the PIR to Convoy Commanders, Platoon Leaders, Platoon Sergeants, but not always to the entire patrol to answer.  Explain the importance of PIR and answering PIR as a CCIR for the commander.  Provide indicators for the convoy/patrol to look for that will answer SIR and eventually PIR.  Provide IRs (Information Requirements) to the convoy/patrol so it will assist in answering SIR and eventually PIR.  Keep the IRs to detailed requests that are executable by that patrol/convoy based on their mission.
· RECON Objectives: Provide the convoy/patrol with recon objectives or IRs.  This will provide focus for the convoy/patrol to assist in answering SIR and eventually PIR.  Break it down for each platoon/mission/convoy and not be the same for everyone.
· SIGACTS AI/OE (24-48hrs): Provide the Significant Activities that are important to their mission or may influence their operation(s).  Do not brief every SIGACT that occurred (i.e. Do not become CNN, MSNBC, or Fox News).  Brief the importance of that SIGACT and how it relates to their mission (provide details about that SIGACT that could impact their ability to be successful).  Do not just read every SIGACT posted.  Read into every SIGACT to provide the pertinent data required by the unit going on the mission.  Also provide updates on cultural and political SIGACTS that may affect the convoy/patrol’s mission or influence them.
· HUMINT Reports: Provide updates on links being made to target, identify, or add to already existing information.  Provide the why and not just the entire HUMINT report.  Explain the reason why the individual is important and how he/she is associated with someone else the unit should be aware of.
· BOLO: Provide a Be On the Look Out List and not a vehicle list only.  BOLO is for all things requiring attention or answers to.  Provide the reason for the item being put on the list, impact to CF/ISF/ASF/LN, and status of the item.  What do you need from the convoy/patrol to get this item taken off the BOLO List?  Include what the Iraqi/Afghanistan forces have provided and been able to answer.  BOLO is also equipment, locations, personnel, vehicles, and anything pertinent for your unit to find to answer an Intel gap or RFI.
· HPTL: Provide the status of last seen, updates to location, updates to warrant packet requirements, and association with other personnel.  Ensure you brief if the individuals are operating in your OE or transiting through your OE.  What else do you need to receive in the form of information to turn into intelligence and eventually use as evidence.  Share your requirements as well as your current status with your partners (Iraqis/Afghanis).  

· Next 24 Hours Assessment: Provide the assessment by your Squadron/BN S2 or the approved assessment made by your commander, 1SG, XO, and the CoIST.  This is based on the worst case scenario and most likely course of action that the enemy is capable of executing.  This should change daily, but should not remain exactly the same for every mission.

· Route Analysis: Provide the convoy/patrol with a route analysis.  This should be derived from the Route Clearance Team(s) operating in that area.  Ensure the convoy/patrol know what the route engagement areas are, how the enemy is targeting CF/ISF/ASF along the route, and provide the most dangerous portions of the route with least dangerous.  Provide when (time of day) the route is most dangerous and least dangerous based on trends from Route Clearance.

· ISR Schedule: Provide the times and locations for ISR (Intelligence, Surveillance, and Reconnaissance) assets will be in the OE.  Explain the capability of this asset to the convoy/patrol so they have an understanding of what the ISR asset is able to provide.  Coordinate with your Squadron/BN S2 for flight times, locations, asset allocation, tail numbers, and coverage areas.  Understand the capability of that asset before briefing to your convoy/patrol.  Double check the weather effects on that ISR asset for cancellations and change of mission(s).
· Current Trends/TTPs: Provide the convoy/patrol with new trends discovered by your S2 or that your CoIST has found through analysis.  Explain the trend(s) to your convoy/patrol as it will affect them and not as a news report.  Will they see a spike in specific attacks?  Provide details on new TTPs or reoccurring TTPs that may be used against that convoy/patrol.  How will this TTP be used against your convoy/patrol?
· Key Personality Update: Provide updates on KLEs (Key Leader Engagements) the commander conducted and how it influences the convoy/patrol’s mission.  Update the convoy/patrol on non-lethal personnel operating in the area or working with CF.  Provide requests to the convoy/patrol for pictures, contact information, or other required to fill intelligence gaps on GOI/GOA personnel.  Continue to complete link analysis on non-lethal personnel until all questions are able to be answered on the individual(s).  Request the information from your counter-part (Iraqis/Afghanis).
· Cultural Update: Provide a daily culture aspect or piece of information about the culture.  A new phrase of the day, word, number, historical point, or information on an upcoming cultural holiday/event/significant day.  Allow the convoy/patrol to learn something new every day about the country/culture/people.
· Administrative Notes: Provide other administrative notes from your Commander, 1SG, XO, OIC, or NCOIC that pertains to the mission. 
 The CoIST will use BDE standardized Debriefing Cards:

[image: image3.png]Unit (Sqd/PIt/Co): Patrol Leader:

Date of Mission Debrief Number (S2 use only):
Depart Time: Return Time:
Mission:
© Dismounted Patrol in TOWN OF: GRID:
© Mounted Patrol in TOWNS OF
GRIDS:

D Fixed guard/checkpoint at:

0 Respond to:

0 Other:

D Attitude of General Population Towards US/Coalition Forces (Select one): FAVORABLE/UNFAVORABLE
Describe key locations visited during patrol (town, ethnic minority neighborhood, school, market, protected church, etc

LOCATION ~ GRID ~ OBSERVATIONS, TRENDS (e.g. BETTER OR WORSE THAN BEFORE?) DIGITAL PHOTO #

List important/nteresting persons encountered
NAME (LastFirst) ~ SEX  ETHNICI HO!

VEHICLE ENCOUNTERED
List passengers in PERSONNEL ENCOUNTERED (above). Discuss significant vehicles in PATROL NARRATIVE.
PASSENGERS (NAVE: LasUFist) COLOR MAKE MODEL LICNO. VINNO. LOCATION DIGITALPHOTO#

CAPTURED EQUIPMENT
Explain circumstances leading to capture of equipment in PATROL NARRATIVE.

QUANTITY ITEM DESCRIPTION TAG NUMBER SERIAL NUMBER DIGITAL PHOTO #





[image: image4.png]CAPTURED EQUIPMENT (Continued)
Explain cirumstances leading o caplure of equipment n Patrol Narrative

PIRs/IRs ANSWERED

Provide information pertaining o Priority Information Reqirements (PIRS) or Information Requirements. List PIR of IR number.

 Local populalon'srezcions!

atitudes
« Upcoring events.

PATROL v
Desorie th inporan vens of patl ncode 3 Ws - ond o numbe fordigtl prtos
What o report when you
don't know whal o repor

 Condions of schools(cinics

« Status of electic pover

« Condion of cropsharvest
« Map correctons

«New constructon/material

New miltary weapons,
vehiclesfactcs/capablifies

MminefieldS1EDS

« Bilboardsiposters/eafiets
« New damage or vandalsm

«Wihats new and on sale in

shops
 Black market acivity

« Upcoming market days

« Number of houses i town

Siretches of bad road
«Buses and who's in them

« New antennas or wires.

« NGO presenceistickers

« Possible ganglcrminal
activy.

« Local address system
(street names and
numbers)

ATTACHMENTS
List attachments or encosures o this deorif. Exampl: sketch, disk with dital photos, captured documents, polical rlly poster,
confiscated weapon, etc. Ensure that any attached item is described in the narative above.





Sources of Intelligence:

National Army / National Police (NA/NP). National Army and National Police coupled with the Military Transition Teams (MTT) are a valuable source of intelligence because of the proximity these organizations have with the local population. The local population sees these units on a daily basis and trusts that they are helping the local population. The MTT’s are American units placed with the IA/IP to assist them in transitioning the responsibility of the security of Iraq to host nation forces. Since the MTTs are American units, the CoIST can directly ask them questions and CoISTs will be able to debrief both the MTT’s and the IA/IP patrols as they return. 

Patrols. These are key sources. Soldiers conducting patrols within the company AO have the latest and most detailed information on what is happening on the ground. But, many patrol leaders will instinctively report patrol information that they think is important while skipping other details that may be of use to the intelligence analysts. Sometimes this is the result of the patrol leader not knowing exactly what to focus on. Therefore, the person who tasks a patrol should brief participants just what information the intelligence cell is looking for, where the patrol should look for it, and what the indicators will look like. When the patrol returns, the same individual that briefed the patrol should conduct a detailed debrief and the CoIST should always be involved.

Guard Posts. Soldiers on post typically observe the same areas around FOB’s or key facilities over extended periods of time. These Soldiers can, and should, be observant for patterns and identify variations to them. In addition, those on post are often the first Soldiers approached by locals offering information or seeking assistance. This is a great source that is often only tapped into after a significant event takes place around the FOB. To overcome this tendency, the CoIST should train the guard force in observation techniques, and routinely debrief them. Each guard mount should be briefed and debriefed just like a patrol.

Small Kill Teams (SKT). SKT’s have a secondary mission to collect information for intelligence purposes. Snipers are trained observers and typically maintain a close relationship with the S-2 at the battalion level. The company CoIST should seek the same type of relationship IOT take advantage of such capabilities as short to mid range surveillance of targets or named areas of interest. Snipers are trained to provide observation logs, sketches, and are usually proficient in the use of cameras. As much as possible, spread these skills throughout the company.

Civil Affairs Teams (CATs). As a matter of their regular duty, CATs establish and build relationships with key individuals within the company and battalion area of responsibility. While they are identifying the infrastructure or government needs of the local community, CATs also gain insight into the prevailing attitudes and current sympathies of the local populace. This can be valuable intelligence information. CAT Soldiers often gather crucial information but are mistakenly left out of the brief/debrief process.

Local Translators. When used by the company, local translators are a valuable source of information. While Soldiers collect information as outside observers, local translators are privy to a closer, more focused cultural view of the situation within the community. These individuals will have a different viewpoint, or bias, so information drawn from these sources is important and has to be carefully screened by the CoIST. Soldiers must also be aware of any tendency for local people to sensationalize an incident or report IOT settle ‘old scores’ or advance the status of their family or tribe.

Convoys. Soldiers or friendly forces conducting convoys through the company’s zone may observe things that organic units do not. You should do your best to debrief these personnel just like any of your own patrols.

Organizations. These include anyone stopping or passing through the area of operations. For example:

a. Nongovernmental Organizations (NGOs). NGOs are transnational organizations of private citizens that maintain a consultative status with the Economic and Social Council of the United Nations.

1. NGOs may be professional associations, foundations, multinational businesses, or simply groups with a common interest in humanitarian assistance activities (development and relief).

2. NGOs work very closely with parts of the local populace.

3. "Nongovernmental organizations" is a term normally used by non-United States organizations.

b. Private Voluntary Organizations (PVOs).

1. PVOs are private, nonprofit humanitarian assistance organizations involved in development and relief activities.

2. PVOs are normally United States-based.
3. "Private voluntary organization" is often incorrectly used synonymously with the term "NGOs.”

Although NGOs and PVOs may carefully guard their neutrality, they may become aware of local security information that is important both them and the FOB. Even though you cannot “debrief” them, casual conversation with them often nets key bits of important information for the CO.

HUMINT Collection Teams (HCTs). These Soldiers are specially trained and skilled in questioning, interrogating, eliciting information, extracting data and developing information from local sources. With their organic interrogation capability, they are an excellent source of detailed and actionable intelligence.
Explosive Ordnance Disposal (EOD). The EOD teams are constantly seeing the latest enemy techniques used with mines, improvised explosive devices (IEDs), and booby traps. The CoIST must seek out this information so that patrols can identify enemy emplacement and triggering techniques. This information can aid the company in reducing key friendly force vulnerabilities.

Medical Units. The medical platoon can provide insight on the effects of enemy munitions. Combined with information from the scene of an enemy activity, this information can help reconstruct enemy actions, and possibly identify new enemy TTPs.

Weapons Intelligence Teams (WIT). WIT are special units attached to Brigades and Battalions whose mission is to exploit enemy sites such as raid houses, cache sites, IED sites, and any other place where enemy weapons are present. They have the capability to lift fingerprints, ID bomb signatures, and do extensive sensitive site exploitation. This asset is critical to building target folders because of the incriminating evidence that they can provide against a target.

Provincial Reconstruction Teams (PRT). PRTs know and understand spheres of influence (SOI) better than anyone on the battlefield. They have contact with the population on a daily basis, even more than HUMINT collectors. The teams work with the police, army, government, and civilian contractors. The local population trusts the PRT’s because they are giving assistance to the population. The locals, in turn, want to help the PRT’s. 

Law Enforcement Professionals (LEPs). LEPs are former local, state, and federal law enforcement personnel who are currently working with the army to help stop the extensive criminal networks in Afghanistan. They bring years of real world experience to the fight and allow the brigades and battalions to pursue the enemy from an entirely different angle.

Chaplain. Chaplains can provide insight into local community values and attitudes via their contacts with local religious leaders.  CoISTs should avoid the perception of using them as collectors but they are in a position to provide atmospherics and transmit messages.

Collection Tools:

There are several tools available for use by collectors to help build the intelligence picture within the company's area of operations. Some of these tools are just now becoming common at the battalion level, while others are traditional skills.

Digital Cameras The platoon digital cameras can be outstanding surveillance and recording tools for patrols. A patrol armed with a digital camera can bring back dozens of images to the CoIST which provides detailed data and additional information and insight. For example, as shown in the picture, operational use of digital cameras has proven valuable to identify key personnel—both friendly and enemy.
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This photo comes from the Patrol’s Photo Log, updated after each photo when practical. Note that the DTG, unit identifier and MGRS are on the photo. The direction and photo series number are also printed on the photo. The narrative that accompanies this digital photo could read as follows:


PSG SMITH: Picture of Alpha Company western ECP. The AL NAFFAR Tribe is protesting the lack of water in the town. The Police Chief and his Lieutenants are being escorted into the Company reception area. The main instigator of the protest is circled and is believed to be ABU HANEFFA. 

a. Digital cameras can also provide timely images of new graffiti, posters, and signs for translation/interpretation when on-scene linguists are not with the patrol. For example, this collection tool provides significant insight to a report that might have otherwise read something like, "new graffiti noted within neighborhood XX along route YY." When, upon analysis of the words and context, the graffiti may give warning of future danger or hint at a change in mood—positive or negative—of the populace.

b. Reconnaissance and surveillance teams can show a commander actual color photographs of his objective. In addition to greatly enhancing detailed planning, an exact image can be passed along to BN for further exploitation.

c. To support this mode of collection, the company CoIST should establish a picture log. This log will have a company/patrol identifier with date, picture number, and location using the military grid reference system (MGRS). It also indicates where the picture was taken from, general direction of the photo, and any other amplifying remarks. The picture will be input into the TIGRNET systems as well as the picture log, embedded into the patrol report for that specific patrol.

d. Control of Photographs. Treat photos as sensitive information with strict controls and guidance for their handling. For example, if the object of a photo knows that he is being collected on, he may relocate. This may disrupt other collection methods in place such as HUMINT and signals intelligence (SIGINT) that are not under the control of the company CoIST. And, there is always the possibility that our own photos could somehow be used for propaganda against us or reveal some of our TTPs.

Video Cameras Although it is not as easy to carry as a digital camera, a video camera can record exactly what happened during significant events witnessed by Soldiers. Instead of relying solely upon a verbal debrief, a patrol can now show the CoIST exactly what happened, and review each event in sequence. This data can also be easily passed on to Company in its original format, ensuring that the analysts at the battalion, BDE, or division level can see everything just as the Soldiers on the ground saw them.

Voice Recorders Allows soldiers to record details without having to write legible notes for later reports. The soldiers can also use the recorder to determine if the translators are properly translating. These devices are especially useful during key leader engagements. 
RAVEN UAV 



a. The Raven UAV is small and can be transported easily in three small cases that fit into a rucksack. The crew can bring it with them and operate wherever the patrol goes. The Raven has three different cameras that attach to the nose of the plane, an electrical optical camera that sends data either through a nose camera or a side camera, an infrared camera in the nose, and a side-mounted IR (infrared) camera. The IR technology is still too big to fit into the nose section of the plane. The camera does not have a zoom and is unable to lock on a target but provides enough resolution to show someone carrying a weapon. The Raven has 45 to 60 minutes of flight time on a battery. The kit comes with spare batteries and a charger that plugs into a HMMWV so they can land it, exchange a spare battery and get it back in the air. 

b. The Raven can be launched in just minutes, by hand, into the air like a model airplane. It lands itself by auto-piloting to a near-hover and dropping to the ground without requiring landing gear or carefully prepared landing zones. Since it is launched and recovered in this manner, it does not require elaborate support facilities and is ideally suited to a forward-deployed unit. Its automated features and GPS technology also make it simple to operate, requiring no highly-skilled operators or in-depth flight training. 

SHADOW UAV



a. The Shadow UAV is the Brigade Commander’s primary Reconnaissance, Surveillance, Target Acquisition (RSTA) asset. The Shadow is equipped with an Electro-Optical and Infrared camera (EO/IR). It has a range of 50 km and can fly for up to five hours and altitudes up to 15,000 ft. This asset needs to be requested through the BN to the BDE through ISR channels.
Map Improvements. There are several environments where standard 1:50,000 maps or even satellite imagery collected years ago are insufficient, inaccurate, or simply not available. Soldiers operating in these areas will instinctively scout them IOT increase their familiarity with their new surroundings. When this is done, Soldiers must record the information they find and report it for appropriate dissemination; i.e., within the company, as well as to higher and adjacent units. They do this by improving either existing maps or creating usable sketch maps of key areas. Then, to prepare units that may have to patrol or fight in this area in the future, the CoIST should update their maps of the area and disseminate this information up, down, and laterally.

Sketch Maps: Overlays. This basic map skill should be known and practiced at the squad level. A soldier can produce an adequate sketch map using a sheet of paper, a pencil, a straight edge, and any known reference point. This can be as simple as tracing grid lines from an existing map, and adding details such as new trails, bridges, or anything of importance that is not on the issued map. 

For example, a 1:50,000 map may not contain a series of irrigation canals that severely restrict cross country mobility, alongside an important main supply route (MSR). When this is known, the CoIST might designate this as potential site for future enemy ambushes. 

Graph paper is particularly useful for this. In this case, a patrol can be dispatched to the area with the current map, paper and pencils, a straight edge and other tools such as the Precision Lightweight GPS Receiver (PLGR), DAGRs, compass, graph paper, etc., and sketch in the details about the irrigation canals and bypass routes. 

The CoIST can then reproduce this sketch map on overlays or separate sheets of paper for dissemination within the company as well as to higher and adjacent units. The next step is to update the maps within the company CP.

Field Sketches: This is closely akin to a sketch map but, in the absence of a digital camera, it will include sketches of an objective, key facility, or other important area IOT aid commanders in planning. 

An example of this would be an OP producing a sketch of a compound suspected of containing enemy forces. This sketch can be given to the commander IOT identify details that require additional planning, aid the assault force in identifying the target building, and possibly even save time by eliminating the need for a full leader’s reconnaissance.

Field sketches are obviously not as good as digital photographs in terms of presenting a picture, and they are certainly more difficult to disseminate, but they are another tool available for collectors to pass on information to those that need it.

10. Analysis.  
Analysis: the process by which collected information is evaluated and integrated with existing information to produce intelligence that describes the current—and attempts to predict the future—impact of the threat, terrain and weather, and civil considerations on operations. It is a disciplined and consistent

approach to problem solving that assists the analyst or intelligence staff in determining accurate and unbiased conclusions based on available data.

 Association/Event Matrix:
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a. The association/event matrix shows known and suspected associations. Analysts determine a known association by "direct contact" between individuals. Direct contact is defined as face-to-face meetings or confirmed telephonic conversation between known parties and all members of a particular organization. This is depicted as a filled circle and placed in the square where the two names meet within the matrix. An unfilled circle indicates suspected or weak associations. When an individual dies, a diamond is added at the end of his or her name.

b. The association/event matrix also determines connectivity between individuals and anything other than persons (interest/entity). Analysts develop a tab to the matrix listing the short titles of each interest/entity. Each short title explains its significance as an interest or entity. 

c. The association/event matrix also reveals an organization's membership, organizational structure, cell structure and size, communications network, support structure, linkages with other organizations and entities, group activities and operations, and, national or international ties. The activities matrix format uses a rectangle base. Rows are determined by the names from the association matrix, and columns are determined by the interest or entity short titles. 

d. The association/event matrix also shows known and suspected connections. Analysts develop the criteria for known connectivity. Criteria may be determined and defined by CCIR, commander's intent or directive, insurgent doctrine, or the staff judge advocate. Known connectivity is depicted as a filled circle and placed in the square where the individual and interest or entities meet within the matrix. An unfilled circle indicates suspected or weak associations. 

 Pattern Analysis Wheel and Chart:
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The pattern analysis wheel and chart is a tool to assist the CoIST with pattern analysis. Each concentric circle represents 1 day and each wedge in the circle is 1 hour in the day. Most pattern analysis wheels will replicate 1 month or 1 week. Every time an event happens the time and type of event is plotted on the chart and wheel.

Predictive Analysis / Pattern Analysis:
a. Pattern analysis of attack times and locations will be conducted at the company level. 

b. Mission and commander’s preference will dictate how pattern analysis is conducted at the company level; this SOP is meant to guide rather than specify exactly the end state for effective pattern analysis; specific analysis beyond what is presented in this SOP should be conducted whenever the Company CoIST believes that another external factor may be driving enemy patterns (i.e. nightly illumination may influence IED emplacement at a certain location, joint U.S./ISF patrols may draw more small arms fire than pure U.S. patrols, etc).

c. Pattern analysis can be conducted with separate time analysis wheels and location analysis maps, or the two can be combined into one product covering one specific form of enemy attack.

d. IDF: Tracks acquired points of origin (POO) and points of impact (POI); un-acquired POOs will be estimated when possible and represented in dashed lines.

e. IED: Tracks IED’s found and IEDs detonated; IED symbols should be hyperlinked to associated IED reports.

f. SAF: Tracks SAF engagements, snipers, drive-by shootings, and short-range rocket fire; SAF symbols should be hyperlinked to associated SAF reports.
Link Analysis:

a. Link Analysis Chart is an analytical tool to connect persons of interest with events, dates, transactions, etc. It is best used in conjunction with the association and event matrix. The chart allows the user to see persons in relation to groups and who else is associated with those groups so that the targeting process becomes more detailed.

b. All Link Diagram generation will be created through the AXIS PRO program, if available.
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Constructing Link Diagrams: The following steps will assist the CoIST in creating link diagrams: 

a. Collate and organize all raw data related to a situation

a. Put in a narrative or report format.

b. This step is important because the basic data may come from many different sources, ranging from news clippings, to interviews, or reports from surveillance units, photo analysis teams, undercover operatives, or informants.
b. Identify relevant data points.
c. In this case the data points are names of the suspects, the people they know, or reports from surveillance units, photo analysis teams, undercover operatives, or informants.

d. Underline these references in the reports, and make lists.

e. Construct matrices from the lists.

f. Organize the data points (the names of suspects and organizations or activities) into rows and columns.

g. Put contact or association points (e.g., A knows B) in the matrix where the corresponding rows and columns intersect.

h. When working with both confirmed and unconfirmed contacts among suspects, use different symbols to represent the strength of evidence. For example:
a. Use a "1" for a confirmed contact between two data points.
b. Use a "2" or any other symbol for unconfirmed contacts.

i. Use zeros at matrix intersections where no known contact between suspects exists.

j. Analyze the matrix to determine the number of links associated with each suspect or activity.

k. Count through each row to find out how many entries appear in it.

l. Do the same for the columns.

m. Draw a draft link diagram, grouping suspects together into rectangles representing cells, actions, or organizations.

n. Start with the individual with the largest number of contacts and work outward.

o. Use circles to represent individuals and rectangles for organizations or cells.

p. Draw additional drafts of the link diagram to clarify the relationships, avoiding crossed lines.

q. Complete the final draft.
r. Examine the relationships that appear.
s. Study the diagram carefully and make assessments about patterns in contacts and cell memberships.
a. Is there a uniform size to the cells, or does size vary?

b. Do suspects belong to more than one cell?

c. Are the cells linked tightly together, sharing a number of suspects, or are they spread out, with few connections?

t. Make recommendations about the group's structure. Identify areas for further analysis.

a. Are there suspected connections that need verification?

b. Are there people who appear central to the organization, without whom the structure would collapse?

c. Are there a few individuals with contacts to many others who would be the best targets for surveillance?

d. Be prepared to substantiate logically the conclusions and assessments drawn from the link analysis.

 SITEMAP, EVENTMAP, TRENDS:
a. SITEMPS are a visual representation of how the CoIST sees the enemy on the battlefield at the time. These products are an easy way for the CoIST’s to represent to BN what the enemy situation is currently on their AO. 

b. These are products and tools to help the CoIST represent to higher and adjacent units what the current and future enemy situation is in the AO.

[image: image13.jpg]akcabout Al-Maksor





c. Trends:
1. Within the CoIST should be posted a list of things that the enemy has currently been doing, such as using a different IED TTP, or attacking the FOB at a certain time every day. 

2. This is valuable take away information for both outgoing patrol leaders but also the commander. The information that is posted could save a soldier’s life by telling them that something has been happening and it probably will happen again. The trends list is a simple form of predictive analysis but the only difference is it is just a list of things that have happened and the patterns they have created.

3. CoIST’s will update the SITEMP and EVENTEMP every 24 hours at a minimum.  The CoIST will also update the other tools as information is made available.
11. Reporting/Dissemination

The CoIST will have access to several systems and tools to aid in the collection, analysis, reporting, and dissemination of information. These systems and tools can help build an accurate intelligence picture within the company area of operations (AO). Some of these tools are just now becoming common at the company level, while others are traditional skills and systems that have been available for some time.

a. SharePoint Naming Conventions & File/Folder Hierarchy.

1. File Naming Conventions.  File-naming conventions are critical in providing immediate knowledge of what the file contains and who the author organization is.  Additionally, file-naming conventions provide users an easy and intuitive method of referencing/locating files.

2. There are two (2) acceptable file name formats for use by 39th IBCT military intelligence.  Format Style #1 is for finalized documents and documents to be published for viewing:



BCT_SubUnitDesignation_StaffSection_ProductName _DTG.3-LetterFileType.


Example:  39_UNIT_SECTION_PRODUCT_NAME_ DTG.FileType


Example:  39_BSTB_S2_POO_ANALYSIS_171947ZMAR2011.ppt


Example:  39_1-206_COIST1_30-DAY_IED_ANALYSIS_011900ZAPR2011.ppt


Example:  39_1_206_S2_30_DAY_SIGACT_BREAKDOWN_111230ZMAR2011.xls

3. Format Style #2 is for working documents within the BCT.  Its format is nearly identical to Format Style #1, but does not require the use of DTG markings, though a simple DDMonthYYYY format is acceptable to indicate when work was last conducted on the document:



39_SubUnitDesignation_StaffSection_ProductName _DTG.3-LetterFileType.


Example:  39_UNITorSECTION_PRODUCT_NAME_REV1_.FileType


Example:  39_BSTB_S2_POO_ANALYSIS_REV3_17MAR2011.ppt


Example:  39_1-206_COIST1_30-DAY_IED_ANALYSIS_REV2_01APR2011.ppt


Example:  39_1-151_S2_30-DAY_SIGACT_BREAKDOWN_FINAL_27OCT2010.xls

4. Spaces will not be utilized.  Instead, the only acceptable special characters are the underscore  _  , hyphen - , period . , and parentheses ().  Underscores allow for easier reading of file names and helps alleviate file name compatibility issues with various information system software currently in use by DoD components.  Use of periods, hyphens and parentheses should be logical in usage nature (i.e. use a hyphen and period when listing an FM or AR publication number) 

5. Revision numbers will be used only on working documents to show progress and changes.  When marking a document with revisions, if minor changes have been made (i.e. formatting, punctuation, grammar, etc…), then revision markings are not needed and the original document may be deleted or overwritten by the new (minor revision) version  However, if large portions of content have been removed/added/changed to the document being edited, then revision markings are required. Both the initial document and the revised document will be saved within the same folder IOT compare what was removed/added/changed.

6. The 3 letter file type will be used IOT prevent inability to view or edit files by other units, as not all DoD information systems have the necessary file compatibility packs installed. When using Microsoft Office™ products, files will be saved in the Office™ 97-2003 format (e.g. *.doc, *.ppt, *.xls, *.mdb).  Use of the Office 2007™ file formats (e.g. *.docx, *.pptx, *.xlsx, *.accdb) is not permitted.

b. Orders Entries.  When creating annexes and appendices, the file name will always include the base OPORD, FRAGO, CONOP number and DTG.  As in the aforementioned file-naming scheme, spaces will not be utilized.  The only acceptable special characters are the underscore  _  , hyphen - , period . , and parentheses ().  Some examples include:

OPORD 08-009 (OPERATION PEGASUS JUMP): 

OPORD_08-009_(OPN_PEGASUS_JUMP)_121330ZJAN2010.DOC

ANNEX C (OPERATIONS) TO OPORD 08-009: 

OPORD_08-009_ANNX_C_(OPERATIONS)_121330ZJAN2010.DOC

ANNEX C, APP 1 (SYNCH MATRIX) TO OPORD 08-009: 

ANNEX_L_(ISR)_APPX_2_(COLLECTION_MANAGEMENT)_TAB_D_(ISM_OVERLAY)_39IBCT_OPORD_11-12_(OBT).ppt

File System.  Each uploaded file is a battle drill that must be executed correctly IOT facilitate the collaboration of information. Each Unit/Staff KMR is responsible for the discipline of their folders.  All files must be uploaded into a specific folder (not the root folder).  All files and folders will be named IAW Section 11, subsection. A, para. (1) & (2) of this SOP.  BCT S2 and BISE KMRs will periodically check to ensure naming convention guidance is utilized. Incorrectly named files and folders tagged for correction/deletion.  When submitting daily reports to the BISE or S2, once received, the daily reports will be filed by date, not by unit.
c. Intelligence Systems:

OSRVT: One System Remote Video Terminal. The OSRVT is an innovative modular video and data system that enables war-fighters to remotely downlink live surveillance images and critical geo-spatial data directly from joint operations tactical unmanned aircraft systems. The OSRVT has the ability to capture all UAV and UAS platforms regardless of who tasked them. This means that with the OSRVT a CoIST can watch footage of any area where a platform is as long as the OSRVT and the asset are linked up. 

TiGRNET: Tactical Ground Reporting System. TiGRnet is actually a software application rather than a network — allowing soldiers to download information into one program. The information can include photos soldiers have taken with digital cameras, observations they have made and written in simple text, patrol debriefs, or detailed maps of the areas gathered by Global Positioning System devices. Before leaving on patrol, they can study high-resolution satellite imagery of what routes they will be taking. Icons for roadside bombs, ambushes, or weapons caches populate the map so they don’t have to wade through the enormous text files. They can click on a roadside bomb icon, for example, to see if there is a picture showing where it was hidden, how it was disguised, and any enemy TTP’s related to the specific device. The CoIST’s will use TIGRNET as a tool to data mine information that they need from the entire AO. CoIST’s will populate their specific information on TIGRNET to provide adjacent units in the AO visibility of information not dealing with their AO. CoIST’s will populate TIGRNET in accordance with (IAW) the TIGRNET SOP and the reporting instructions outlined in this SOP. TiGRNET will not be used as the only reporting tool. Reporting information will be conducted IAW BN specific reporting instructions. 

DCGS-A: Distributed Common Ground Stations-Army. DCGS-A is an integrated intelligence Army Battlefield Command System (ABCS) system generally used at BN level and upward, although, the system may be available to some CoIST teams depending on connectivity. The DCGS-A is a laptop system that has the ability to interface with other DCGS-A systems on the same network, allowing the CoIST direct reach-back capability to the BN. It comes with ArcGIS, an in-depth mapping system, the Multi-Function Work Station (MFWS), consisting of various intelligence analysis tools, and Psi-Jabber, a chat program which allows direct user-to-user messaging, chat room functionality, and file transfer capabilities.
AXIS PRO: (Analysis and eXploration of Information Sources Professional) is a new breed of visualization tool. It allows analysts unprecedented freedom to find data of interest, organize and refine the results, then visualize the results and detect patterns. AXIS PRO provides a two-way connection to multiple data sources. The analyst can build link diagrams using information from multiple data sources, then create, edit, or delete that information and commit their changes directly to the data source. AXIS PRO provides a simple yet powerful Multi-Intelligence analysis toolset that is unlike all other intelligence analysis applications. AXIS PRO extends AXIS core features to provide integrated analysis, data management, and intelligence visualization capabilities. AXIS PRO aids the analyst in the process of creating intelligence from massive amounts of information. AXIS PRO base capabilities include link, temporal, pattern and geospatial analysis tools, net centric alarm and alerts, automated entity and relationship extraction from text documents, and an integrated web portal for information searching and sharing. AXIS PRO will be the basis for how CoISTs conduct their link analysis and data management.
GRIPP/HCT Kit Bag: Global Rapid Response Information Package (GRIPP)/HCT Kit Bags: The GRIPP will allow HCTs to have a secure data and voice transmission package.  The HCT Kit bags are equipped with items such as digital cameras, voice recorders, IRIDIUM phones, etc. This device basically allows SIPR connections through satellite capability.

DOMEX:  Document and Media Exploitation supports a wide range of intelligence activities, including all source analysis, open source exploitation, human intelligence, signals intelligence, geospatial intelligence, and measurement and signature intelligence. DOMEX reporting and analysis are considered intelligence products. CoISTs can have documents and electronic devices such as thumb drives sent to a central location to be exploited by professionals. These people will then write a report and send the report and material back to the unit. CoISTs will coordinate this asset through the BN S2. 
CIDNE:  The Combined Information Data Network Exchange is the primary means by which HCT reporting is fused into the theater intelligence database (BCT S2X/MICO OMT/HCT).  The underlying principle behind CIDNE is that information is only useful when it is readily available at the right time and place to support decision-makers. Often, decisions in the battle space are made without the benefit of critical information that may exist, but is not known at the operational level, and therefore not available to the decision maker. CIDNE captures and correlates data and then makes that information and its relationships available to other systems, as well as to CIDNE users. The interfaces to other systems include a complete set of Web Services based upon industry standards. CIDNE is also interoperable with TIGRNET and DCGS-A, making the reports visible on the TIGRNET and DCGS-A systems.

GMTI:  Ground Movement Target Indicator (GMTI) Tracking can be done using systems that can observe all the objects moving in the area of interest, such as JSTARS. The GMTI measurements supplied by the sensor are assumed to belong to the road network. On the basis of this assumption, several techniques have been studied to take this information into account. This asset is best used in rural areas where roads are clearly seen. This capability is requested by using the ISR request form.
BATS/ HIIDE:  Biometric Automated Toolset System (BATS): collects fingerprints, iris scans, facial photos and biographical information of persons of interest into a searchable data base.  Used for tactical operations, detainee operations, base access, IED forensics operations, local hire screening/intelligence. 
Handheld Interagency Identity Detection Equipment (HIIDE): collects and matches fingerprints, iris images, facial photos and biographical contextual data of Persons of Interest against an internal database.  After the information is input into the HIIDE system it can be uploaded to the BAT system so that the information can be collated into one specific database for easy reference. 

d. CoIST Reporting Instructions:

a. The Company’s primary communications to BN when reporting is FM. Once a SIGACT occurs, the company CP will send a salute report via FM to BN NLT X= (SIGACT) + 10 minutes. After the FM call, the Company will send the same salute report to BN via Blue Force Tracker (BFT).

b. After every update of a report the CoIST will call via FM to inform the BN of the update. The CoIST will inform the FM monitor at BN the report naming convention and confirm that BN received the update. Updates will also be entered into TIGRNET (as seen below).
c. At X + 20 minutes, the CoIST will post an initial report into TIGRNET.The initial report will include a SALUTE report and any information regarding the SIGACT.
d. At X + 60 minutes, the CoIST will use the initial TIGRNET report and add the new information required.
e. The second report will include a Commander’s initial assessment, the CoIST’s preliminary analysis, and any battle damage assessment (BDA) or post blast analysis (PBA)
f. At X + 2 hours, the CoIST will input any new information that is received into the report in addition to the new requirements.
g. The third report will include a final commanders assessment, CoIST analysis and threat assessment, and a confirmed BDA

h. After the CoIST inputs the 2 hour TIGRNET report, the CoIST is still responsible for any new information or reports regarding the incident. The CoIST is responsible for embedding any reports into the TIGRNET report so that the information is available to any unit. 

i. In the event the CoIST discovers a time sensitive target (TST) in an adjacent unit’s AO, the CoIST will notify both BN as well as the CoIST where the TST is located so they will have a chance to action the target and begin the process of acquiring the appropriate assets.

j. Along with the SIGACT reports on TIGRNET, the CoIST is also responsible for reporting intelligence information to the BN S2. The reports will consist of but are not limited to; area assessments, graphic intelligence summaries (GRINTSUM) of the AO, and lethal target folders.

e. TiGRNET Naming Convention

a.   In the past units have labeled SIGACTS as they go without any organization or control. This will eventually hinder a unit trying to operate in a COIN environment by not allowing the unit the ability to historically data mine and pull out key information relating to the future. Naming conventions may change from this SOP IAW current theater policy.
c. The naming convention developed for this SOP allows the user the ability to search any SIGACT relating to any unit across the AO. This system allows the user to data mine, exploit, and share any report with any unit using the system.
d. This is how the naming convention will look in the title box of the TIGRNET report:
125A3AA010001
1. 125A = four character divisional identifier can be either be three numbers and one letter, two numbers and two letters, or one number and three letters. The letter(s) in the identifier will coincide with the division branch, i.e.  1ca = 1st cavalry division; 125a = 1 Brigade, 25th Infantry Division; 101 = 101st airborne division; 25i = 25th infantry division.

2. 3 = one number brigade identifier to correspond to associated brigade, i.e. 1 = 1st brigade; 2 = 2nd brigade. If two or more brigades are the same number in the AO, the division will assign the number accordingly

3. A = one letter battalion identifier, assigned by the BCT prior to deployment.


A= 1-5 


B = 1-24


C = 3-21


D = 5-1


E = 2-8 


F = BSB

G = BTB

H = Attached units will use next letter in the sequence.

4. A = one letter company identifier 


A = alpha co.


B = bravo co.


C = charlie co.


D = delta co.


H = hhc

*Numbered company’s (e.g. 184th MI Co) will use next letter in the sequence.

5. 01 = SIGACT type, set according to theater standards of classifying a significant activity (SIGACT)


01 = IED


02 = SAF


03 = Mortar


04 = Rocket


05 = EOF


06 = Murder


07 = Kidnapping


08 = Complex Attack

6. 0001 = Battalion specific tracking number. No divisional standard. This number is intended for battalion use to track SIGACTs
12. Targeting

Target Folders:
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a. This is an example of a typical target folder format.  See the 39th IBCT PSOP for the Bowie Standard; information should be tailored to fit the personality of the commander. 
b. Possible characteristics that could be integrated into a target folder are: Picture ID, Sources, Corroborating evidence, Location to include grid coordinates and multiple pictures, description of target, patterns of the target, significance of the target to the enemy, name of the target and aliases. Each CoIST is encouraged to add as much evidence to a target folder so that the actioning unit will have all the information they need to prosecute the target and also for the court system to successfully convict the target. 

Target Quality Rating (TQR)

Location:      
a. Target location unknown.
b. Target location is confirmed by one unaccredited source.
c. Target location is confirmed by multiple unaccredited sources or one credible source.
d. Target location is confirmed by multiple credible sources.
e. Target location is known, confirmed, and current from multiple sources.
Effect: (on enemy)

a. Capture of target would have no effect.
b. Capture of target would have minimal effect.
c. Capture of target would have significant effect.
d. Capture of target would have massive damaging effect.
e. Capture of target would have catastrophic effect.
Intel Cost: (on enemy)

a. Capture would create major Intel loss.
b. Capture would create significant Intel loss.
c. Capture would create some loss of Intel.
d. Capture would create minimal loss of Intel.
e. Capture would create no loss of Intel.
Evidence:

a. No evidence has been collected.
b. Minimal amount of evidence has been collected.
c. Significant amount of evidence has been collected.
d. A large amount of evidence has been collected.
e. A Massive amounts of hard evidence has been collected.
Source:

a. No sources.
b. Single unaccredited source.
c. Multiple unaccredited sources or one credible source.
d. Multiple credible sources.
e. Multiple credible sources accurate without doubt.
PID:

a. Target has not been identified by any source, or is not easily recognizable.
b. Target has been identified by a single unaccredited source, or is recognizable with some difficulty.
c. Target has been identified by multiple unaccredited sources or one credible source, or is somewhat recognizable.
d. Target has been identified by a single credible source, or is easily recognized.
e. Target has been identified by multiple credible sources, or is recognizable with no difficulty whatsoever.
BATS/HIIDE ENTRY: A BATS/HIIDE entry for an HVI will be noted on the target card

TQR:

a. 0-10: Low Priority Target

b. 11-20: Mid-Priority Target

c. 21-30: High Priority Target

      A zero (0) represents UNKNOWN

High Value Individual List (HVIL) Format:

a. For example, this is the rating system for PID:
1. PID: Positive Identification: Indicators are Green/Yellow/Red. 

2. Green is 100% positive identification (Quality Picture, Picture and identifying source).
3. Yellow is 50% positive identification (Report of physical description but no secondary source or very poor picture).
4. Red is 0% meaning the CoIST has no idea what the individual looks like only that they exist.
b. This is an example of a HVI target list layout. The HVI’s are put in order of priority and are given target numbers that associate them with other information about them. The target information consists of the most pertinent information about the individual such as religious affiliation, Threat Group association, rank within the threat group, job/responsibility within the group, past accusations/convictions. 

c. The information on the right of the list is the indicators of how “close” the CoIST is to totally identifying all actionable intelligence on the HVI.

d. It is the responsibility of the CoIST and their commanders to establish what are the prerequisites for each of the categories.

HVIL LEGEND EXAMPLE
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13. CoIST vs. HUMINT – Tactical Informant Operations
Company Tactical Informant Operations are NOT Source Operations!!!
CoISTs need to inform, and periodically remind, their commanders they are NOT AUTHORIZED TO TASK an informant.

An informant is defined as an individual who willingly gives you information.

Informant operations are a valuable source of intelligence if exploited correctly. The companies will most likely experience both walk in and repeat informants and it is up to the CoIST to both track them and exploit them. 

The CoISTs will follow these TTPs in order to be able to successfully safeguard and exploit the informant:
a. Safeguard informant’s real names; use aliases only.  The CoIST will keep a database, accessible only by the CoIST, HCT, OMT and BDE S2X for oversight and source deconfliction purposes. This database needs to be secured from unauthorized access by unauthorized personnel.
b. Do not record, save, or otherwise release any source information including name, address, phone number, e-mail address, photos, employer, work address, position, and etcetera, to anyone except the HCT, OMT, or BDE S2X.  

c. Transfer informants to the HCT after three meetings. 

NOTE: Tactical Informants are completely within the bounds of a company’s ability to use and exploit. The issue is when the informant has useful information that the intelligence community needs, and he or she has already met with the CoIST three times.  It is at this point the informant must be transferred to the HCT they can be managed and exploited legally.
How the CoIST uses the person is the difference between a source and an informant.  It is also the difference in being within the bounds of the law and outside of it.
If the CoIST is ASKING, it is a LEGAL TI.

If the CoIST is TASKING, it is an ILLEGAL TI.
Proper Use of an Informant: A local national comes to the FOB and informs you he has information that would be of value to the coalition forces. The local national is then brought into the FOB and is questioned on what he knows. After he tells you what he knows he can also be questioned about whatever else you would like to know about emerging or upcoming operations.

Improper Use of an Informant: A local national comes to the FOB and informs you he has information that would be of value to the coalition forces. The local national is then brought into the FOB and is questioned on what he knows. The person questioning then asks the local national to go back out and bring back information on different subjects and places; this is called TASKING and it is ILLEGAL.
This is a simple concept that is frequently misunderstood or simply not heeded.  Failure to comply with proper protocol will result in UCMJ action.  Additionally, improper utilization may result in the death of an informant who had the potential to be an effective source.
TIs are an excellent source of information if utilized properly. They can be among commander’s greatest and most lethal systems if they embrace the concept of tactical informants, as opposed to sources, and adhere to the proper rules and regulations.  Any information that is taken in from a local national should be questioned and vetted to ensure the information is actually of value. 

IF ANY QUESTIONS OR ACTIONS ARE UNCLEAR, THE CoIST SHOULD IMMEDIATELY CONTACT THEIR HCT, OMT, OR BDE S2X!!!
SBCT TACTICAL INFORMANT CONTACT LOG FORMAT

Sheet #:___________

	Date
	Time
	Type
	Location
	Contact’s Alias
	Unit Member Met
	Notes

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Type of contact: W = Walk-In; P = Patrol; CS = Casual (irregular); CO = Community (regular); L = Liaison (official)
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12. BATS/HIIDE
CoIST members need to ensure that the Biometric Automation Toolset (BATS) and Handheld Interagency Identity Detection Equipment (HIIDE) systems are being used and new profiles are being added to the databases. The use of the systems, watch lists and databases is covered in the Biometrics SOP.  Below is a quick-reference guide on BATS and HIIDE usage.
It is essential that CoIST members gather all the required biometric data, otherwise incomplete data is gathered and hinders positive identification of individuals of interest.

NOTE:  Keep in mind the rule of 1-2-10:

a. 1x full-face photograph
b. 2x iris scans

c. 10x fingerprint scans
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Page 1

First name Avoid Honorific titles eg. Haji, Khan, Mullah

Last Name If unknown use Father’s name

Person Type Operational or Combat Encounter

Reason Printed Volunteer Background Check or most applicable 

Birth Date YYYYMMDD e.g19801013

Birth Place

Type AF hit drop down menu, then select 

Afghanistan

Page 2

Gender Male or Female

Height

Range 4’00”-7’11”  annotated in 3 digits eg. 6’ is 

600

Weight Range Between 100 lbs-499 lbs.

Race Caucasian/ Latino

Hair Color Natural colors only-Never select bald

Eye Color Use drop down

Page 4

State/Providence Where Enrollee resides

Comments

Put first and last letter of province and the first and 

last letter of the city the enrollment is being taken. 

eg. Qalat, Zabul= ZLQT. For compound city names 

eg.  City of LashkarGah, Helmand  = HDLG

Next is the missing biometric codes.

-R/L (Right or Left)

-E, I, M, R, L, T, H (eye, index, middle, ring, little, 

thumb, hand)

-M/B ( missing,/bandaged)

EX-RHM (Right Hand Missing)

Followed by MGRS data

Sample comment -HDLG RRB 41RQQ7038088690

Keep the flash on, all photos are to be “passport” style, 

eyes open with a emotionless expression , no 

headgear or glasses, flat /solid color background. 

Seek shaded area, keep sun toward their back. 

Put cross hairs on pupil, must have 70% of Iris, have 

person hold open eye lid if necessary. Hold 12”-14” 

from iris. During night operations, use a flashlight to 

dilate the iris. 

Ensure fingers are clean, if too dry have person run fingers thru hair or touch 

face. If print it too dark, fingers are too moist. Clean finger printer reader 

regularly. Ensure proper finger placement, fingertip touching the top brass 

shroud. If you must skip a finger, you must annotate it in comments.

Quality Finger Prints

Quality Iris Scans

Quality Photos 

District Codes

Zabul ZL

Kandahar KH

Helmand HD

Nimroz NZ

Uruzgan UN

Daykundi DI


BATS[image: image19]
a. Camera.

1. Connect your USB cable to your Port Replicator and make sure the power is turned on.

2. Make sure the wheel at the top is set to Auto and the mode is set to Play.

3. Choose Digital Camera from the Device menu. 

4. Choose cannon camera family for the camera being used and click OK.

5. In the Camera Status frame at the top, you will see a message in red stating that your camera is inactive. 

6. In the  Camera Status frame click the Activate Camera button. 

7. Your camera status should change from inactive to Activated.

b. Fingerprint Device.

1. Before configuring the fingerprint reader make sure that it is directly connected to the computer. 

2. Once connected it will recognize the fingerprint reader which will briefly display a red light on the platen. 

3. After choosing Fingerprint Reader from the Device menu, a Select Fingerprint Device dialog will appear.

4. Choose the appropriate fingerprint reader from list of makes and models in the combo box and click OK. 

5. NTC uses Crossmatch 300 verifier. 

6. A box will appear asking to choose a revision model. Look at the bottom of your device and input the appropriate letter.

7. Select OK.

8. Your crossmatch 300 device is now activated.

c. Iris Scanner.
1. Choose Iris Scanner from the device menu. Hit the dropdown menu and select the appropiate device. 

2. --Pier 2.x – Before activating your Pier device, verify the IP address is set correctly. Select F8 – Setup. Password: shadow. Select F3 –Network. Your IP address should be set at 10.0.0.10 if not, make the correction. Select P for permanent then verify your subnet mask is set to 255.255.255.0 and P for permanent as well.

3. Now you are ready to connect. 

4. You should see a message in red telling you that your Pier device is now activated.

5. --Pier –T – Make sure your USB cable is connected to your port replicator and has power. Select the connect button and wait for a message in red telling you that your pier device is now activated.
HIIDE

a. Synching Your HIIDE Device with BATS
1.  FIRST: Log into your HIIDE device and verify that your IP address is set to 10.0.0.10

2. You accomplish this by selecting the eye at the top left hand corner of your screen and choosing the setup button. If the address is set incorrectly change it then save.

3. Make sure you are logged out before synching with your BAT.

4. Make sure your Kensington port replicator is plugged into your laptop via USB connection.  

5. Next, on your Laptop go to Start ( Control Panel ( Network and Internet Connection and double click on your port replicator connection.

6. Port Replicator Connection Property box appears. Double click on the Internet Protocol (TCP/IP) option and set your IP address to 10.0.0.9

7. Set your subnet mask to 255.255.255.0

8. Hit OK. Then O.K. again.

9. Plug one end of your crossover cable into your network interface located to the left of the port replicator. 

10. Plug the other end into your crossover cable into your HIIDE. 

11. Log into the BAT program and go to:

12. File ( Synchronize Device( HIIDE ( (depending on what you are doing) select Upload or Download. 

13. A connection Box now appears. Verify the IP address is set at 10.0.0.10

14. Select Connect. 

15. You should see a message telling you that your HIIDE device in now activated in red.

b. Enroll a Subject.
1. After logging in, the HIIDE – Main screen is displayed.  
2. From the HIIDE - Main menu, select a fingerprint search option from the dropdown menu, then press the “COLLECT” button to begin creating a portfolio of a subject.
c. Capture Iris Images.
1. The Collect - Left Iris screen is the first screen that you see.  Irises are captured during enrollment, identification, and verification.  Though the process begins with the left iris screen, both the left and right iris collect screens operate the same way.  On these screens you have three choices on how to continue with the enrollment of the subject.

2. Capture an iris:  In the following slides we will discuss in detail the process of capturing a quality iris image.

3. Skip capturing the current iris:  To do this the user presses the “Skip (Left or Right) Iris” button.  This action skips enrollment of the subject's left or right iris and brings the user to either the enroll right iris screen (if the left iris was just skipped), or the enroll left index finger screen (if the right iris was just skipped).

4. Quit the enrollment process:  If the user presses the “Cancel” button, the enrollment process is stopped and the HIIDE returns to the main menu.  Any biometrics already captured will be lost

5. Crosshairs will appear on the iris capture screen.  Aim and center the crosshairs at the subject’s pupil.  While aiming the crosshairs there are a few things to consider, in order to ensure a quality capture.

6. Position the camera 12 inches from the iris.  The live video will display the iris, and you will see focus bars appear as the iris comes into focus. 

7. The subject should be looking directly into the camera so they can see their eye in the mirror that is covering the iris camera

8. The subject’s eye should be fully open allowing 75 percent of the iris to be captured. 

9. Once the eye is centered, and the focus bars have appeared, press and hold one of the two HIIDE shoulder triggers.  The focus bars turn green, and the HIIDE begins to capture images.

10. When you are confident of a good capture, release the trigger button.  If the capture is successful, the HIIDE will beep.  If the capture is unsuccessful, you will see the following error message:  “No acceptable images found. Please try again...”, and hear multiple beeps.  You can click the “Cancel” button to return to the iris collect screen or press the “Retry” button to continue with the enrollment, identification, or verification that you were working on.

d. Capture Fingerprint Images

After both the subject’s irises have been either enrolled or skipped, the Collect - Left Index finger screen is displayed.  Fingerprints are captured during enrollment, identification, and verification.  This screen is the beginning of the series of fingerprint collect screens. The fingerprint collect screens step the operator through the enrollment of each finger, one by one, until all fingerprints have been either enrolled or skipped.  

e. Capture a Face Image
1. After all the fingerprints have been either captured or skipped, the Collect - Face screen is displayed.  The face is captured during enrollment, identification and verification.  You can choose from two actions on the Collect- Face screen.

2. After the “Capture Face” button is pressed, the crosshairs that are displayed on the face capture screen are aimed at the center of the subject’s face, between the eyes.

3. The HIIDE is 3-to-4 feet from the face.  Streaming live video will display the face.

4. Have the subject look directly into the camera, while keeping their head level.

5. When you are confident of a good face image capture, you should press then release the trigger button.  If the capture is successful, the HIIDE will beep once.  If the capture is unsuccessful, you will see an error message, hear multiple beeps, and be able to attempt the capture again.

f. Enter Subject’s Biographic Data
1. After capturing or skipping the face image, the Enroll - Biographics 1 of 5 screens is displayed.  This is the first of five (5) biographics screens where you will enter the subject’s biographic data and save the portfolio to the database.  These screens provide you with three options on how to complete the enrollment.

2. The “Back” and “Next” buttons are used to navigate between the five (5) biographic screens.  Mandatory data on a screen must be filled out before moving to the next screen.  In some screens, if a mandatory field is not filled out a screen will appear listing the field name and instructions to type in or select and entry.  Click the “OK” button to return to the Enroll - Biographics screen.  There are 10 required fields that must be satisfied in order to complete the enrollment process: Person Type, Reason Printed, DOB, Birth Place, Gender, Height, Weight, Race, Hair Color, and Eye Color.  The 10 fields are the minimum requirement set forth by the Federal Bureau of Investigation (FBI) to ensure compliancy with Integrated Automated Fingerprint Identification System. 

3. Not all text fields have dropdown list boxes on the biographics screens.  For all other text boxes touch the white text field you want to edit; this will bring up the keypad screen.  The user either types the information, that is to be inserted into the selected text field or uses a dropdown list to select an item.  There are some text fields that are a combination of a dropdown list and typed entry.  Pressing the “Done” button adds the typed text to the enroll portfolio screen.

4. If the user presses the “Cancel” button, a HIIDE confirmation window stating, “WARNING: Are you sure you want to cancel the enrollment?” will appear. You can press either the “Yes” or “No” button.  If the “Yes” button is pressed the enrollment process is stopped, all captured data is lost.

g. Saving an Enrollment

1. Pressing the “Accept” button on the Enroll - Biographic screen will bring up a HIIDE - Enroll Confirmation screen.  
2. After pressing the “Save” button, a HIIDE screen will appear stating, “Are you sure you want to save the enrollment?” Press the No button to return to the enroll confirmation screen or press “Yes” to save all biometric and biographic data to the HIIDE database.  
3. You will then advance to the HIIDE - Main screen.  This action links all enrollment data (iris, finger, face) and biographic data, saving it to the database as a portfolio.

14. Equipment

To effectively perform its functions, the CoIST should be equipped with dedicated computers and access to communications equipment. The CoIST can function on two computers but ideally should be resourced with three: one for biometrics (if allocated); one for mapping, personality and event linkage, and event-trend analysis; and one for briefs and debriefs. 

Equipment and materiel list includes:

a. Systems:

1. 3x workstations:
a. 2x SECRET Internet Protocol Router [SIPR]
b. 1x Non-Secure Internet Protocol Router [NIPR]
2. Laptop computer
3. Biometrics Registration:
a. Biometric Automated Toolset  (BATS) 

b. Handheld Interagency Identity Detection Equipment (HIIDE)
4. System Remote Video Terminal (1 ea.)
5. Cellular Exploitation (CellEX) Kit / CelleBrite handheld, portable forensic device for cellular phones

6. DCGS-A system (if available)

b. Software:

1. AXIS Pro

2. TiGR

3. Falcon View/Google Earth

4. Microsoft Internet Relay Chat (mIRC) or other chat capability software

5. Microsoft Office Suite

c. Materiel:

1. Color printer, scanner, and copier (1x SIPR/1x NIPR)

2. Safe

3. Secure Voice Over Internet Protocol phone
4. Digital camera

5. In-focus projector
6. Shredder
7. Maps
8. Tent, tables, chairs, dry-erase board, power source, lights, and environmental controls (air/heat)
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GLOSSARY

	ALO 
	air liaison officer

	AO 
	area of operations

	AOI 
	area of interest

	AOR 
	Area of responsibility

	AR 
	Army regulation

	ASCOPE 
	areas, structures, capabilities, organizations, people, events

	BATS
	Biometrics Automation Toolset

	BCT 
	brigade combat team

	BDA 
	battle damage assessment

	BOLO 
	be on the lookout for

	CAS 
	close air support

	CBRN 
	chemical, biological, radiological, nuclear

	CCIR 
	commander’s critical information requirement

	CI 
	counterintelligence

	CIDNE 
	combined information data network Exchange

	CMO 
	civil military operations

	COA 
	course of action

	CoIST 
	Company intelligence support team

	COMINT 
	communications intelligence

	CONUS 
	continental United States

	COP 
	common operational picture

	CP 
	command post

	CTC 
	combat training center

	D3A 
	decide, detect, deliver, assess

	DA 
	Department of the Army

	DCGS-A 
	distributed common ground system - army

	DD 
	Department of Defense (official forms only)

	DHS 
	Defense HUMINT service

	DIA 
	Defense Intelligence Agency

	DOD 
	Department of Defense

	DOMEX 
	document and media exploitation

	DP 
	decision point

	DPRE 
	displaced persons, refugees, and evacuees

	DST 
	decision support template

	DTG 
	date-time group

	EBO 
	Effects based operations

	ECOA 
	enemy course of action

	EEFI 
	essential elements of friendly information

	ELINT 
	electronic intelligence

	EPW 
	enemy prisoner of war

	ES2 
	Every soldier a sensor

	EW 
	electronic warfare

	FAIO 
	field artillery intelligence officer

	F3EAD 
	find, fix, finish, exploit, analyze, disseminate

	FFIR 
	friendly force information requirement

	FM 
	field manual

	FOB 
	forward operating base

	FORSCOM 
	United States Army Forces Command

	FP 
	force protection

	FRAGO 
	fragmentary order

	FS 
	Fire support

	FSCM 
	fire support coordination measures

	FSCOORD 
	fire support coordinator

	FSNCO 
	fire support noncommissioned officer

	FSO 
	fire support officer

	FSR 
	field support representative

	G-2 
	assistant chief of staff, intelligence

	GEOINT 
	geospatial intelligence

	HCT 
	HUMINT control team

	HIIDE
	Handheld Interagency Identity Detection Equipment

	HN 
	host nation

	HPT 
	high-priority target

	HPTL 
	high-priority target list

	HUMINT 
	human intelligence

	HVT 
	high-value target

	HVTL 
	high-value target list

	IED 
	improvised explosive device

	IMINT 
	imagery intelligence

	INTSUM 
	intelligence summary

	IO 
	information operations

	IR 
	information requirement

	IPB 
	information preparation of the battlefield

	ISR 
	intelligence, surveillance, reconnaissance

	JP 
	joint publication

	JSS 
	joint security site

	LTIOV 
	latest time information is of value

	M3 
	multimedia message manager

	MASINT 
	measurement and signature intelligence

	MEA 
	munitions effects assessment

	MI 
	military intelligence

	MTOE 
	Modified table of organization and equipment

	NAI 
	named area of interest

	NCO 
	noncommissioned officer

	NGO 
	nongovernmental organization

	NIPRNET 
	non-secure internet protocol router network

	NVG 
	night vision goggles

	OEF 
	Operation ENDURING FREEDOM

	OMT 
	operational management team

	OPLAN 
	operation plan

	OPORD 
	operation order

	OPSEC 
	operations security

	OSINT 
	open-source intelligence

	PID 
	positive identification

	PIR 
	priority intelligence requirement

	PSYOP 
	psychological operations

	RFI 
	request for information

	ROE 
	rules of engagement

	RPG 
	rocket-propelled grenade

	RSTA 
	reconnaissance, surveillance, target acquisition

	S-2 
	intelligence staff officer

	SAF 
	small-arms fire

	SALUTE 
	size, activity, location, unit, time, equipment

	SBCT 
	Stryker brigade combat team

	SE 
	site exploitation

	SIGACT 
	significant activity

	SIGINT 
	signals intelligence

	SIPRNET 
	Secret Internet Protocol Router Network

	SIR 
	special information requirement

	SOF 
	special operations forces

	SOP 
	standing operating procedure

	SSE 
	sensitive site exploitation

	SVBIED 
	suicide vehicle-borne improvised explosive device

	SWO 
	staff weather officer

	TA 
	target acquisition

	TAI 
	target area of interest

	TC 
	training circular

	TCP 
	traffic control point

	TECHINT 
	technical intelligence

	TiGR 
	tactical ground reporting system

	TOE 
	table of organization and equipment

	TQ 
	tactical questioning

	TRADOC 
	United States Army Training and Doctrine Command

	TSS 
	target selection standards

	TTP 
	tactics, techniques, and procedures

	TVA 
	target value analysis

	UAS 
	unmanned aircraft system

	US 
	United States

	USAF 
	United States Air Force

	USAIC 
	United States Army Intelligence Center

	USMC 
	United States marine Corps

	UXO 
	unexploded ordnance

	VBIED 
	vehicle-borne improvised explosive device

	WARNO 
	warning order

	WIA 
	wounded in action

	WIT 
	weapons intelligence team
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		WL1		DETAIN High Value Target

		WL2		DETAIN Tactical Question

		WL4		DENY BASE ACCESS/ MILITARY SERVICE – Threat to Forces 

		WL5		DENY BASE ACCESS- No Hire

		WL6		SUSPICIOUS  PERSON-DO NOT DETAIN – Tracking Report Only

		LA		 Local Alert: For local base only



ALERT TEXT: ALL text in the Alert box  is provided by the Watchlist Managers, only Local Alert info can be added by the user. 

LOCAL ALERT: include date, POC, reason, location. Good for 180 days then reviewed by WL Manager.

COMMENTS: Explain why this person was enrolled. Ex: Suspicious person, found person near an IED blast site.

WL hit/removal/placement request: Follow Recommended Actions/ Call TF Biometrics/ Create a Tracking Report.

ALWAYS FILL OUT A TRACKING REPORT: 5 W’s : Date, POC, Location, Comments on why enrolled, MGRS in box. 



HIIDE SMART CARD

ALERT /COMMENTS/TRACKING

WL ALERTS- CALL DSN 318-481-7614

Biometrics Help Desk

DSN 841-7619

 

The identify match screen displays the biographical data of the matched individual. On this screen there is a confidence score, RED is a WL match. 

• Verify : Prompts for more biometrics  to further verify the identity of the individual to increase/decrease confidence score

 Next/Back  to view  multiple possible  matches

• Collect; This button is used to continue with the identification process if identity isn’t verified.. 

• Add Tracking Report:  “Trk Rpt” is used to add a tracking report to the identification session on page
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Mandatory Biographic Fields

		Page 1		First name		 Avoid Honorific titles eg. Haji, Khan, Mullah

				Last Name		 If unknown use Father’s name

				Person Type		 Operational or Combat Encounter

				Reason Printed		 Volunteer Background Check or most applicable 

				Birth Date		YYYYMMDD e.g  19801013

				Birth Place		Type AF hit drop down menu, then select Afghanistan

		Page 2		Gender		 Male or Female

				Height		 Range 4’00”- 7’11”  annotated in 3 digits eg. 6’ is 600

				Weight		 Range Between 100 lbs-499 lbs.

				Race		 Caucasian/ Latino

				Hair Color		Natural colors only- Never select bald

				Eye Color		 Use drop down

		Page 4		State/Providence		Where Enrollee resides

				Comments		Put first and last letter of province and the first and last letter of the city the enrollment is being taken. eg. Qalat, Zabul = ZLQT. For compound city names eg.  City of Lashkar Gah, Helmand  = HDLG
Next is the missing biometric codes.
-R/L (Right or Left)
-E, I, M, R, L, T, H (eye, index, middle, ring, little, thumb, hand)
-M/B ( missing,/bandaged)
EX- RHM (Right Hand Missing)
Followed by MGRS data
Sample comment - HDLG RRB 41RQQ7038088690



Keep the flash on, all photos are to be “passport” style, eyes open with a emotionless expression , no headgear or glasses, flat /solid color background. 

Seek shaded area, keep sun toward their back. 

Put cross hairs on pupil, must have 70% of Iris, have person hold open eye lid if necessary. Hold 12”-14” from iris. During night operations, use a flashlight to dilate the iris. 



Ensure fingers are clean, if too dry have person run fingers thru hair or touch face. If print it too dark, fingers are too moist. Clean finger printer reader regularly. Ensure proper finger placement, fingertip touching the top brass shroud. If you must skip a finger, you must annotate it in comments.

   Quality Finger Prints

Quality Iris Scans

Quality Photos 

 District Codes

		Zabul		ZL

		Kandahar		KH

		Helmand		HD

		Nimroz		NZ

		Uruzgan		UN

		Daykundi		DI
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