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(U) FBCB2 and RED DOT

(U) Force XXI Battle Command Brigade and Below (FBCB2) links communication
devices, sensors, vehicles, rotary-wing aircraft and weapons platforms in a seamless
digital network to provide a clear, continuous and common picture of the battlefield.

(U) Most FBCB2 systems communicate via a satellite-based network; about 30

percent use the Enhanced Position Location Reporting System (EPLRS), tactical radio
network.
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(U) What is Red Dot

« (U) RED DOT was developed to provide a means to quickly and seamlessly
pass indications and warnings for IED signatures to tactical vehicles at the

UNCLASSIFIED security level via the FBCB2.

« (U) RED DOT also delivers the same indications and warnings for IED
signatures to TOC, JOC, or operations centers at a CLASSIFIED level via
Google Earth, providing higher amplifying information.

« (U) The RED DOT console is operated from multiple locations throughout
the CENTCOM AOR.
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(U) Symbols

(U) Once intelligence is received and transmitted by a RED DOT operator,
a standard “booby trap” icon is displayed in FBCB2-BFT in all combat vehicles,
TOC kits, vessels, and Aircraft throughout the CENTCOM AOR.
The “booby trap” icon is (seen below) is displayed in a live RED DOT
feed within SIPR Google Earth on your BFT display screen.

Graphics are Unclassified ' |

** display may vary by device

(U) This icon will help you locate suspected

Improvised Explosive Devices (IED) sites and other locations suspected
of enemy activity before reaching that location.

(U) Boobytrap - Operational Terms & Graphics FM 1-02, pg 9-6
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(U) Confidence Level of IED Detection

(U) The Red Dot System is designed to enhance and increase detection of IEDs, and is not
designed to replace your eyes on the battlefield.

(U) The Booby Trap icon will appear on the SIPR Google Earth KML feed with a small
L, M or H next to it. This is to indicate the confidence level (Low, Medium, High) on the
presence of an IED. ***The Low, Medium, High confidence level will NOT appear on
the FBCB2-BFT display***

Graphics are Unclassified
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(V) Click on the icon and it will take you to the
‘Hook Dialogue Display “and provide you more
information about the item or event
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Presentation Notes
�
1423Z Apr 03  V CORP: Initial Report. 3 ID reports capturing a enemy motor pool consisting of 100 tanks ( T55-62s& 72), BMPs, & tracks in motor pool formation. grid MB305328 (NW of Objective Chargers)

MANEUVER:
V CORPS: 2 BCT, 3 ID attacks at 100300ZAPR03 to destroy regime elements in Zones 38 and 55.  11th Attack Regiment conducts armed recon south of Baghdad along the west bank of the Tigris River.
I MEF: RCT 7 secured the International Committee of the Red Cross HQ and food warehouse (Zone 12) directed by CFLCC FRAGO 276; could not locate the psychiatric hospital in Zone 21 

RCT 7 SECURES 2 ICRC BUILDINGS IN ZONE 12  ICRC BUILDING 1 (HQs) 331915N 0442539E  ICRC WAREHOUSE        331916N 0442539E

3D ID (188/203 M1A1, 242/264 M2/M3, 17/18 AH-64, 15/16 OH58, 12/15 UH60, 52/54 M109, 33/36 MLRS) 1BCT continued securing BIAP AO and the grounds surrounding the Presidential Palace east of OBJ LIONS and attacked to seize a Special Republic Guard training compound east of OBJ LIONS. 2BCT continued to secure government buildings in Baghdad, defended against multiple attacks on the presidential palace, attacked to seize the airfield north of the palace and seized a Republican Guard HQ, destroying 1 x T72, 8 BMPs, 1 x ADA Battery, 75 x Trucks and 200 x Dismounts. 3BCT secured LOCs north and west of OBJ FLORENCE, destroyed a military compound (believed to be a Para-military training facility) and attacked east along HWY 1 destroying 1 x T72, 4 BMPs, 17 x MTLB and 6 x SA60. 3/7 CAV secured the division rear area (OBJ SAINTS) destroying 7 x T72, 6 x S60, 2 x Spoon rests, 1 x SA9 cache, 3 x BMD, 7 x MTLB, 2 x ZSU23-4 and 2 x MIG21 and continued to protect southern flank of division and ensure MSR stays clear 


(U) Hook Dialogue Display

Graphic is Unclassified

* “booby trap” icon placed
on map
»  Minimal amplifying data
« L, M, Hconfidence

=  (Cross reference to GE
KML for additional info

* 48 hr standard Time to Life
(TTL)
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Delivering C-IED notifications enables tactical decision making |
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(U) SIPR Google Earth KML Icon display

(U) The operator can click the icon on SIPR Google Earth to display
amplifying information that includes:

1. (U) IED number assigned by RED DOT

2. (U) Serial number: (Usually 6-8 digits) used by the intelligence
community

3. (U) MGRS and LAT LONG
4. (U//FOUQ) TOI (time of intercept)

5. (U) Text block that includes a detailed description of the suspected
IED signature activity at that location
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(U) Talking Points

(U) Regardless of confidence level — a booby trap icon is disseminated to a point
on the ground where a suspected IED may exist.

(V) It is the GROUND COMMANDERS responsibility to take whatever action
deemed appropriate to deal with booby traps populated in their battle-space.

(U//[FOUQ) RED DOT Operators monitor the “cied_afg” mIRC chat room, the RED
DOT Console, SIPR Google Earth, and FBCB2-BFT terminals to ensure all booby
trap items are continuously broadcast. These same operators can also remove the
icons.

(U//FOUO) Battlespace owners can also remove the icons. The icons will remain
in the system for a time determined by the division-level command. The icon
remains in the system for up to 30 days unless a Closeout Report is issued in the

“cied_afg” mIRC chat room.

(U//FOUQO) RCP or ground units can also remove icons through the SIPR mIRC C-
IED chatroom

UNCLASSIFIED//FOUO
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(U//FOUOQO) Icon Closure Procedures

(U//FOUQ) As directed by unit procedures or SOPs following clearance of a
suspected IED location, the unit simply types into the “cied_afg” mIRC chat room:

CLOSEOUT / SERIAL NUMBER / REASON and DESCRIPTION FOR CLOSE?US
Example is U//FOUO

Example: CLOSEOUT / OCD FFF / Found and Cleared 2 PPIED with 25 Ibs HME

(U//FOUOQO) Note the serial number used here is the one found in the Google Earth
KML assigned and used by the intelligence community.

(U//FOUOQ) This is not the 3 digit IED number assigned by RED DOT.

(U) Once the Closeout Report is entered, the booby trap icon will disappear from
FBCB2-BFT terminals and from the RED DOT Live KML in Google Earth.

(U) RED DOT operators can periodically extract performance data from the RED
DOT console and provide this to battlespace owners for analysis and assessments
of intelligence sources.
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(U) RED DOT / In the News
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Discovery Channel Special Program in development on the National
Reconnaissance Office’ s 50t Anniversary. Will include discussion on RED
DOT. Scheduled to airin 2013.
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The director of the NRO has highlighted RED DOT as a significant success.
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(U) Points of Contact

(U) RED DOT Points of Contact: Current RED DOT Operators at CAOC and ARCENT FWD OCP are the
ARCENT Subject Matter Experts for RED DOT.

(i) (U/FOUO) CAOC: DSN 318-436-3107/1643

SVOIP 308-436-2057/2083
TSVOIP 998-1517/2205

(i) (U//FOUO) ARCENT OCP: DSN 318-430-6258
SVOIP 308-430-5617

(iii) (U) RED DOT Website:
http://intelshare.intelink.sqgov.gov/sites/reddot/SitePages/Home.aspx



http://intelshare.intelink.sgov.gov/sites/reddot/SitePages/Home.aspx

14

(U) USARCENT Red Dot Program

(U) Questions?
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